


EliminateViruses.CurbSpam.Enforcepolicies.Regain
control.

Intr oduction

Viruses,spamandunsolicitedusearetheplaguesof
modernemail systems.Eachyearcompanieslose
a sizableportion of their budgetsrecovering from
theseeffects. Xamimeis an integratedsolutionfor
resolvingall theseissuesandallowing youto regain
thereinsof controlover your mostcritical commu-
nicationresource.

Xamimedoesa lot morethanjust handlespamand
viruses,Xamime gives you the power to lock out
resourceabuseby giving you theability to enforce
your corporateemail rules. Xamimeprovides�ne
grainedcontrolwithoutsacri�cing easeof useandis
hailedashaving oneof themostintuitivewebinter-
faces,giving managementthefacility to quickly un-
derstandwhile providing powerful controlsfor the
administrator.

If you are looking for a solutionwhich will allow
you to controlthecontentsyouremailsystemswith
easeandpower both currentlyand into the future,
Xamimeis thechoiceto make.

Quick Points

� Xamime can integrateinto your existing net-
works without requiring the purchaseof new
hardware1

� Xamimeprotectsyour datafrom viruses2 and
yourusersfrom spam3

� Xamimecanenforcecorporateemail policies
and proceduresfor multiple users,divisions
andlocations

1Providing theexistingmail servermeetstheminimalrequire-
mentsof Xamime. Xamimemay be alternatively installedon a
separatepre�lter systemfor handlingsystemssuchasExchange
servers.

2Anti-Viruscapabilitiesareprovidedvia 3rdpartyAnti-Virus
programssuchasCommandAnti-Virus,NOD32andSophos

3Anti-Spamcapabilitiesareprovidedvia 3rdpartyAnti-Spam
programssuchasSpamAssasinandVipuls Razor

� Xamimeprovidesadministrativepoweryetstill
is very intuitive to use

� Xamimeusesa simpleto useyet powerful Ac-
cessControl Languageto allow you to de�ne
processingrules

� Xamime can stop uncontrolledoutbreaksof
wormsandvirusesspreadingwithin your net-
work

� Xamimeis soldon a per-server basis,no need
to worry aboutper-userlicenses

� Xamimeis transparentto yourusers,no instal-
lation requiredonworkstations

� Xamimecanretainemailfor furtheranalysisor
storage

� Xamime can be used to monitor employees
emailagainstunsoliciteduse

� Xamime,onceinstalledwill provide immedi-
ateprotectiveeffect to all machines4

� Xamime is available in four (4) different fea-
turelevelsto bestsuit your requirements5

� Xamimehasproven to be an invaluableaddi-
tion to your email server, drasticallyreducing
enduserinfectionratesfrom virusesaswell as
reducingyour running costsin line fees6 and
end user supportcalls. With Xamime, your
emailbecomesonelessitem to worry about.

Summary of Features

� Installation

– Rapidinstallation

4Xamimewill �lter basedon the rule setscreatedby thead-
ministrator, by default Xamimedoesnot imply any rules.

5XamimeLevel 1, 2, 3 and4
6Xamime reducesline utilization by not relaying denial of

spammessagesor spreadingvirusesacrossexpensive WAN links
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– Integrateswith existing Sendmailinstal-
lation

– Installationremoval capablein a matter
of seconds

– Requireslessthan10Mb of spaceto in-
stall (Xamimemayhoweverkeeptrackof
severalgigabytesof retainedemail)

� ScanningMethods

– Zip-Bombdetection

– Scansbothin-boundandout-boundemail

– File type scan(ie, JPEG,MPEG, AVI,
DOC)

– File name scan (ie, prettypark.exe, I-
LOVE-YOU.VBS.TXT)

– File text contents(ie, "> >> > This is a
chainletter")

– SpamAssassintests

– Mailpacksize

– Senderaddress

– Receiveraddress

– Viruscontent

– Externaltests(ascreatedby theadminis-
trator)

– Password ProtectedZIP detection

– MalformedMIME headers

� AccessControlLists

– Global,domain,groupanduserlevel se-
lectivity

– In-bound, out-bound and bidirectional
mail vectorselection

– AddressmatchingselectionusesPOSIX
compliantregularexpressionsyntax

� ProcessingOptions

– Groups, allows application of ACL's
to multiple email addresses(ideal for
white/blacklists)

– Explicit addressblocking (prevent inter-
nal usersfrom emailingcorporatesecrets
to competitors)

– X-headerinclusionfor uniquemarking

– Disclaimer amendment(somethingad-
ministratorshavedesired)

– Out-boundattachmentcompression.

� Externalapplicationhooks

– Xamimesupportstheuseof externalpro-
gramsat particularstagesof the �ltering
process,

– Pre�lter Used to typically invoke spam
�ltering with SpamAssassin.The pre-
�lter givesaccessto the email mailpack
prior to it being decodedby Xamime,
this allows the administratorto examine
andmodify themailpackin anuntouched
state.

– External Within an ACL test, Xamime
can call on an external programto per-
form various tasks applied to the un-
packedemail.

– Post�lter On completion of all testing,
thePost�lter providesa facility in which
the administrator can update external
databasesor other informationresources
basedon theresultsof theXamime�lter -
ing outcome.

� Retainedemail

– View blocked,passedor in-processemail
whichhasbeenretained

– Date/Timerangesearching

– Deleteemail

– Inspectattachmentsin email

– Sender, receiver and block comment
searching

– Redeliveremailto intendedrecipient

– Redirectemailto new recipient

– InspecttheACL causingtheretention

– Spanningstorage; permits retaining of
email acrossmultiple drives, partitions
andevenservers7

� Administration

– All administrationvia WWW interface

– Supported in all Javascript capable
browsers(Netscape4.x+,Mozilla, Opera
andIE 4.x+)

– Low link speedrequirements,makingad-
ministration over WAN/MODEM feasi-
ble

– Simple,cleanandintuitive interface

7XamimeLevel 4 only



– Self contained application, no HTTP
server required

– Multiple Administratorcapable8

– PerAdministratoraccessrights9

– Main con�gurationparameters

– AccessControlLists (ACLs)

– BlockedEmail �ltering / searching

– AdministratorAccessControls(to create,
edit,deleteadministrators)

– Administratorextendible�le typede�ni-
tions,allowing for speci�c exploit detec-
tion

� Others...

– Xamime has a minimal memory foot-
print, thebinaryitself is lessthan900K

– Xamime is orders of magnitudefaster
than script-based10 email sanitationsys-
tems

– Xamime hasopenstandards,permitting
3rd party developersto producesupport
softwareasadditionalpackages(ie, alter-
nativereportingengines)11

– XamimeusesPOSIX compliantregular-
expressionsyntax for its email and text
searching

Versioncomparison

Facility Level 1 Level 2 Level 3 Level 4

Groups - Y Y Y
Multiple administrators - - Y Y

MaximumACLs 3 5 1 1
MaximumACLitems 1 1 1 1

Maximumusers 100 1 1 1
Lexical Scanning Y Y Y Y

Pre�lter Y Y Y Y
Post�lter Y Y Y Y

ExternalScanSupport Y Y Y Y
SpamAssassinsupport Y Y Y Y

SendmailSupport Y Y Y Y
Post�x Support Y Y Y Y

SpanningStorage - - - Y

� Groups; The groupsfacility allows the con-
glomerationof anarrayof dissimilaremailad-
dresses(notableto becompactlydescribedus-
ing regular expressionpatterns)for the useas
anACL and/ortestselector. A typicalexample
of usewouldbethesegregationof all theemail

8XamimeLevel 3 and4 only
9XamimeLevel 3 and4 only

10Comparedto Perl,PythonandBashShellscript
11All Xamimeinterfacesareopenlydocumented,thereareno

legal or licenserequirementsfor use.

addressesin a corporationinto a per division
groupset.With eachgroupthuspermittingthe
administratorof Xamimeto thenapplyunique
rulesto eachcorporatedivision.

� Multiple administrators; Having multiple ad-
ministrators allows for more than a single
administrator to control various aspectsof
Xamime. The main administratorcan cre-
ate/modify/remove other administratorsand
their rights, even creatingothermain like ad-
ministratorsif required.

� Maximum ACLs; The maximum number of
ACLs dictatesthedegreeof complexity of the
site's �ltering rulesets.Typically asingleACL
is usedperdomain/groupor setof �ltering re-
straints.

� Maximum ACL items; The maximum ACL
itemsrefersto the numberof individual rules
whichmaybecontainedwithin a givenACL.

� Maximum Users;The maximum number of
emailuserspermittedwith thesuppliedlicense
of Xamime

� Lexical Scanning; Theability to scanwithin an
emailandits respective attachmentsfor words
andphrasesof interest.

� Pre�lter ; Xamimeprovidesa method/hookfor
administratorsto gain accessto the mailpack
which is about to be processed(with enve-
lope). This facility is typically usedfor oper-
ationssuchas integratingwith SpamAssassin
andBlack/Whitelist marking

� Post�lter ; Xamimeprovidesamethod/hookfor
administratorsto gain accessto the mailpack
afterall Xamime�ltering operationshavebeen
performed.The Post�lter alsosuppliesall �l-
tering resultsandstatisticsusing the standard
URI formatto theexecutedmethod.ThePost-
�lter is frequentlyusedto collect information
from Xamimeto populatereportingsystems.

� SpanningStorage; For large and/orlong term
email storage(as is requiredby several coun-
tries) Xamimenow providesa spanningstor-
agesolution. Ratherthanstoringall email in
onelocationXamimenow canspreadthestor-
ageacrossa spanof partitions,disksandeven
computers12. Using the uniquestoragedesti-
nationspeci�cationsystemit' spossibleto load

12Spanningcomputerstoragevia NFS,AFS or othernetwork
storagesolutions



balanceemail storageto bias larger drivesor
evenmovestorageto anentirelydifferentloca-
tion andstill be ableto searchprevious exist-
ing email,all thiswhile yoursystemis live. No
morewill you becorneredwhenyour existing
drivespacerunsout.

Links

� PLD Software

– Web: http://www.pldaniels.com

– Email: pld2004@pldaniels.com

� Xamime

– Web: http://www.xamime.com

– Email: xamime@xamime.com

Your Xamime distrib utor
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Xamime requirements

� OperatingSystemSupport

– Linux Slackware 3.x/4.x/7.x/8.x/9.x,
RedHat 6.x/7.x/8.x/9.x, SuSE 7.x,
Debian2.2

– FreeBSD4.x, 5.x

– Solaris8/9 (SPARC)

– Solaris9 (x86)

� Memory

– 64Mbminimum,512Mbsuggested

� Drivespace

– 10Mb minimum (no retainedemail sup-
port),10Gbsuggested

� CPU

– 100MHzPentiumclassminimum,1GHz
Pentiumclassor greatersuggested

� Mail TransportAgentSupport

– Sendmail8.10.x,8.11.x,8.12.x

– Post�x

� SupportedAnti-virus applications

– BitDefenderhttp://www.bitdefender.com

– Commandhttp://www.command.co.uk

– FProthttp://www.fprot.com

– Kaspersky http://www.kaspersky.com

– McAfeehttp://www.mcafee.com

– NOD32http://www.nod32.com

– Sophoshttp://www.sophos.com

– OtherAnti-virus applicationscanbesup-
portedusingtheGenericAV interface.

� SupportedAnti-spamapplications

– SpamAssassin -
http://www.spamassassin.org

– Otheranti-spamapplicationscanbesup-
portedusingtheXamimepre�lter facility


