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1 Intr oduction

This manual is intended to be used as a technical level reference for dealing with Xamime
on a non-WWW interface level. Most operations of Xamime are perf ormed via the XMAdmin
interface . However, there may be situations/e vents whic h require low-level maintainance or
adjustments whic h cannot be directl y perf ormed thr ough the XMAdmin interface .

This manual is also intended to be used as an inf ormation sour ce for various commonl y
needed data tables.
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2 Xamime Contr ol

2.1 Overview

Thischapterdealswith theprocessof startingandstoppingXamime,aswell asdetailinghow to invokeXamime
manuallyfor thepurposeof testing/debugging.

2.2 Star ting Xamime

Xamimecanbestartedwith thefollowing command.NOTE thekillall statementis optional,andonly required
if thereareothersendmailprocessesrunning.

killall 1 sendmail; sendmail -bd -q1h -C /usr/local/xami me/x amime .c f

The �ags -bd -q1haredependenton whatyour typical installationfor sendmailis. The-bd invokessendmail
asadaemon(sendsit to background).The-q1hforcessendmailto re-queueevery1 hour.

2.3 Stopping Xamime (and restar ting sendmail without Xamime)

Sometimesit is requiredto stopXamimefrom �ltering email, perhapsin order to ascertainthe locationof
variousroutingissuesor othersuch.

killall sendmail; sendmail -bd -q1h

Checkadditionallyin your startupscriptsfor Xamimemodi�cations (typically /etc/init.d/rc.sendmail)if you
needto disableXamimefor agreaterdurationof time.

2.4 Invoking Xamime manuall y

For thepurposeof debugging,or perhapsaspartof a periodicscript,Xamimecanbeinvokeddirectlywithout
callingSendmailinitially. Xamimeacceptsthree(3) parametersonthecommandline. It receivesdataintended
for delivery [RFC822mailpack]via STDIN.

cat mailpack | xamime <conf file> <sender address> <receiver address>

1killall shouldnotbeusedon Solarissystems.Thekillall on Solariscanbefatalto all processesrunning.
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3 Regular Expressions

Regularexpressionsform a majorcomponentof Xamimeoperations.Regularexpressionsareusedfor nearly
all text matchingroutines.It is importantto learnhow to useregularexpressionsef�ciently aswhile they are
verypowerful they canalsobringyourCPUto maximumloadif abused.

Xamimeusesregex matchingin thefollowing areas:

� ACL Name(matchingto emailaddress)

� SenderTest

� Receiver Test

� Text Test

� FilenameTest

� GenericAntiVirusoutput�ltering

Of all the above tests,the Text Testranksthe highestin termsof potentialload. If your systemis suffering
undera lot of CPUload,checkto seewhatText Testsyouhaveactiveandseeif youcanperhapsoptimizethem
(ie, conglomerateseparatetestsinto oneORtest,suchas\.(wordA|wordB|wordC) ).

All regex testingis donein caseinsensitive mode.This cannotbechanged.If you requirespeci�cally a case
sensitive regex search,considerusinganExternalTestto performtheoperation.

Xamimewill reportany errorsencounteredin theACL regularexpressionsin thesystemlog �les with reports
similar to:

ERROR: Regex compilation resulted in code 13 for regex '*.com'
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CHAPTER3. REGULAREXPRESSIONS

Table3.1:CompactRegularExpressionGuide
RegularExpression De�nition

\t \n \r Matcha tab,newline, carriagereturn
\\ \/ \* \+ \? Matchescapedcharacterliterally, ignoringthe\
[...] Matchany characterscontainedwithin thebrackets
[^...] Matchany charactersnot containedwithin thebrackets
. Matchany characterexcludingthenewline (\n)
\w \W Matchany word,or NON-word
\s \S Matchany whitespaceor NON-whitespace
^ $ Matchexpressionto thebeginningor endof a line
\b, \B Matchatwordboundary(or NON-boundary)
? Matchzeroor onetime
+ Matchprevioustermoneor moretimes
* Matchtermzeroor moretimes
{n} Matchprevioustermpreciselyn times
{n,} Matchprevioustermn or greatertimes
{n,m} Matchprevioustermat leastn times,but nomorethanm times
a | b Matcheitheraor b
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4 File Types

4.1 Intr oduction

Althoughthe�letype.spec/list�le is notconsideredanend-useradministrableitemof Xamime,its speci�cation
hasbeenincludedherefor thoseadministratorswhom which to expandfurther on the available �le types
availablefor detection.It shouldbestronglynotedherethatany alterationsmadewill beignoredandpotentially
overwrittenwith thereleaseof any new versionsof Xamime.

4.2 Test Methods

Xamimecurrentlyusestwo differentmethodsof �le typetesting,dynamictext and�x edbinary. Therequire-
mentof two differentstyleof testingmethodsarisesfrom thedesireto detectthevastarrayof �le typesavailable
to computing.

4.2.1 Dynamic Text Detection

DynamicText Detectiontestingcameaboutin orderto �ll theneedto detectand“type” many �le typeswhich
do not exhibit a �x ed byte-spacingstructure. SuchformatsincludeHTML, Shell scriptsandprogramming
sourcecode(amongstmany others).

Thetesttype�eld designationfor DynamicTestDetectionis “1” (asopposedto “0” for binary).Thetest-length
�eld setsa bytecountlimit for thedetectionrange.Shouldthe�le typenot be“detected”within thatrangeof
bytes,thetestis deemedunsuccessful.

Eachword requiredto bedetected(in sequence)is separatedby a caret(^). If theword is optional,it is further
pre�xedusinga tilde (~). If theword is not to bedetected,it is pre�xedusingaexclamation(!).

An exampleof aDynamicText Detectionto detectC header�les couldbe:

~extern^#defin e^ ~ex te rn ^! main(

DynamicText Detectioncanbeusedon binary �les andstill matchword sequenceswithout having to worry
aboutnull/0 byte sequencescausingshortreadsor prematuretest failures. Xamimewill pre�lter the testing
blockof �le, replacingany null characterswith ASCII 1

4.2.2 Fixed Binar y Detection

Unlike theDynamicText Detection,Fixedbinary(asit nameindicates)relieson detectingspeci�c sequences
of bytesin speci�c staticlocations.As mostbinarysequencesinvolve charactersoutsideof thenormalASCII
7-bit range,Xamimeprovidestwo methodsfor encodingbytevalues

8



4.3. FILETYPE.LIST CHAPTER4. FILE TYPES

Decimal notion

Decimalvaluesareencodedinto singlebytesusingaslashpre�xedthreedigit notion.

\ddd - \034 \138 \232

Hexadecimal notion

Hexadecimalvaluesareencodedinto singlebytesusingaslash-xtwo [hex]digit notion.

\xHH - \x40 \x39 \x9C

Additional operator s

Additionally, it is oftenrequiredto applyanAND bit maskto a bytevalueandcomparefor anidenticalresult.
To applyanAND testto a �x edbinarysequence,therequiredbytemustbepre�xedwith a “&” symbol.

&BYTE - &\x80 &J &\032

4.3 �letype .list

4.3.1 Field explanations

Thetext contentsof Xamime�letype.list arecolonseparatedsinglerecordper line entries.Each�eld will be
describedhere

ID

This �eld is no longerused.However, for thesake of backwardcompatibility, it is still requiredto bepresent
with avalueof '-'.

OFFSET

0-offsetbasedbytevalueindicatingat whichbyte[in the�le] to commencetestingfrom.

TEST-TYPE

� 0 - UseFixedBinary test

� 1 - UseDynamicText test

TEST-LENGTH (applicab le onl y to Dynamic Text test)

Themaximumnumberof bytesto testfrom thestartof the�le. Theabsolutemaximumdefault lengthis 10KB
(10240bytes).

9



4.4. COMPILING FILETYPE.LISTINTO FILETYPE.SPEC CHAPTER4. FILE TYPES

GR[123]

Progressive category heirachyof the�le type.ThispermitsanACL-itemto selectagroupof �les basedpurely
on thecategory in whicha �le exists,asopposedto a speci�c �le type.

NAME

OftenconsideredasaGR4�eld, This�eld shouldbeconsideredanabsoluteanduniqueidenti�er for a�le type

TESTFOR

Thesequenceof bytesor wordsfor whichmustbetestedfor by eithertheFixedBinaryor DynamicText tests

COMMENT

A commentof up to 512bytesin sizeusedto describethe�le typebeingtestedfor

4.4 Compiling �letype .list into �letype .spec

Due to the performancedemands,the Xamimeprogramloadsthe �le-types in a compiledform from a �le
called�letype.spec. The �le �letype.specis a compiledversionof �letype.list. To compile�letype.list, it is
requiredto usethebuildtypesprogram[includedwith Xamimedistributions].Typicaluseis asfollows:

./buildtypes filetype.list filetype.spec

A normalrunof buildtypeswill resultin a similaroutputto whatfollows:

# ./buildtypes filetype.list filetype.spec
Reading in text database...
65 types read in...
Clearing database...
Reading in binary database...
65 types read in from binary database
Types database verified.
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5 File Descriptions

5.1 Intr oduction

Xamimeasa packagecontainsnumerous�les, eachwhich performa speci�c task,or areused/createdaspart
of therunningprocessof eitherXamimeor XMAdmin.

5.2 Files

.gif

All gif format �les (non-LZW compressed)areusedby the XMAdmin programto provide iconic represen-
tationsof the many functionsin XMAdmin (ie, delete,deny-status,pass-status,view etc). Theseiconscan
be replaced/redrawn asdesired.Gif is currentlybeinguseddueto the lack of PNG-transparency supportin
numerousbrowsers.Oncetransparency is supportedmorewidely (andreliably) thedefault �le formatwill be
PNG.

.groups

Text �les containingspace,commandandcarriage-returndelimitedemailaddresses.Theaddressesarematched
on a strict basiswith no regular-expressionpermitted. Groupsareusedin ACL nameentriesto permit the
groupingof multipledissimilaremailaddressesunderoneACL name.

aclitempa ge.dhtml

This �le is loadedevery timeyouview/edit/createanACLitem. The�le containsamajorityof theHTML code
requiredto build theACLitempage.It is not recommendedthatyoumodify this �le unlessyouknow whatyou
aredoing.Shouldthe�le becomenon-functionalit canberefreshedfrom theoriginal installpackage.This �le
will beupdatedwhenever anew setof emailtestsareaddedto Xamime.

acls

Is asubdirectorycontainingall currentACLs. Within thisdirectoryexistsa �le acls.metawhichcontainsmeta
informationaboutall theACLs.

buildtypes

Is a programusedto compile�letype.list [text format] into �letype.spec. Seesection4.2on page8 for details
on �le types.
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5.2. FILES CHAPTER5. FILE DESCRIPTIONS

confcompile

Confcompileconvertsa xamime.conf(text) �le into anXamimenative readablebinaryformat. This program
is usedduring the initial Xamime installationto convert the parametersgeneratedfor XamimethroughOS
probinginto therequiredxamime.cfg �le. You cannotusexamime.conf(text) asan xamimecon�guration �le ,
Xamimewill fail to operate. Seesection12.1onpage31.

generica v.conf

Con�guration�le containingthebinaryformatteddetailsfor theGenericAV interface.These�le shouldnotbe
modi�ed directly. If you wish to altertheGenericAV con�guration,do sovia theXamimeWWW interface.

help

This directorycontainshelp�les thatareusedin Xamime.As morehelp�les areadded,they will beinstalled
here.

localdomains

A text �le containingsingledomainsper-line. Eachdomaincontainedwithin is considereda “local domain”
by Xamime.This �le is oftenreplacedby the/etc/mail/local-domains sendmail�le.

logs

Is asubdirectoryin whichXamimeandXMAdmin logsarestored.

mailadmin, mailreceiver, mailsender

Are templateshellscriptsusedto generateanddeliver blockedemailreportsto theadministrator, receiver and
senderrespectively. This templateis copiedto anACL directoryfor eachnew ACL created.It is recommended
thattheadministratormodify thisscriptto bestsuit themessageresponsedesired.note- Thescriptcanalsobe
rewritten in Perlor any otherlanguage,so long asit acceptstherequiredparametersanddeliverstheblocked
message.(Seealso7 on page19)

mainmen u-sidebar .url

This �le containsdatausedto generatethe XamimeWWW interfacesidebar. This �le is plain text and is
createdby theadministrator. Pleasereferto 6.2on page18 for moredetails.

mainmen u.extensions

This �le containsHTML codewhich will be insertedinto the XamimeWWW interfacemain menu. Please
referto 6.1.1for moredetails.

Mxamime .MDA

This �le containstheXamimemail agentde�nition asrequiredby Sendmail.The�le is generatedduringthe
installation.The�le is retainedfor referencepurposes.
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5.2. FILES CHAPTER5. FILE DESCRIPTIONS

normal.css

CascadingStyleSheetusedby XMAdmin to enforceacommonlook andfeel. This �le canbemodi�ed by the
administratorto provide a look/feelasdesired.

options.conf

This �le containscon�guration informationfor theXamimeExtendedOptions. Do not edit this �le directly,
usetheXamimeWWW con�gurationinterface.

post�lter .conf

This �le containscon�guration informationfor the Xamimepost�lter. Do not edit this �le directly, usethe
XamimeWWW con�gurationinterface.

post�x.conf

This �le containscon�guration informationfor communicatingwith thePost�x MTA server (XamimePost�x
version).Do notedit this �le directly, usetheXamimeWWW con�gurationinterface.

pre�lter .conf

This �le containscon�guration informationfor the XamimePre�lter. Do not edit this �le directly, usethe
XamimeWWW con�gurationinterface.

stora ge.conf

This �le containscon�gurationinformationfor theXamimeSpanningstorage.Do notedit this �le directly, use
theXamimeWWW con�gurationinterface.

tmp (Xamime Levels 1, 2 and 3)

Is adirectorycontainingall unpacked/in-processemail.

� Directorieswith asuf�x of _B areblockedandretained.

� Directorieswith asuf�x of _Parepassedandretained.

� Directorieswithoutasuf�x arein process,

Should a director y without a suf�x persist for more than a min ute , it is often wor th claiming
the mailpac k out of the director y, and sending it to the Xamime technical administration email
account (see Xamime WWW site for suitab le contact details ) for fur ther inspection.
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5.2. FILES CHAPTER5. FILE DESCRIPTIONS

tmp (Xamime Level 4)

Thespanningstoragesystemof XamimeLevel 4 extendsthe./tmpdirectoryinto 2 morelevels. TheXamime
Level 4 retainedemailpathformatis:

xamime/tmp/{se le cte d partition}/{coa rs e timecode}/inf*

� The selectedpartition is a algorythmicallyselectedpartition from one listed in the Xamime storage
con�guration

� Thecoarsetimecodeis acompositionof theyear, month,dayandhour(YYYYMMDDHH).

An examplepathis:

xamime/tmp/2/2 004070216/i nf 1093532234_3322

xamime

Is themain�ltering program.MTA serversfeedall emailthroughXamime.

xamime .cf

Alteredversionof thesystem's originalsendmail.cf. Thexamime.cf �le containsalterationswhichcausesend-
mail to directall emailthroughxamime.

xamime .cfg

Xamimemaincon�guration�le compiledinto abinaryformatby theconfcompileutility (See12.1on page31
). The reasoningbehindconverting to a binary format ratherthan the previous text-only con�guration �le
(Seexamime.conf) is for reasonsof speed.A binary format con�guration �le canbe readin with a single
readcommandandimmediatelyhasall thecontentsavailablein thecorrectformat,conversely, a text format
con�guration�le hasto bereadin andparsedlineby line,whichconsumesmany moretimestheCPUresources.

xamime .conf

Xamimecon�guration �le. This �le containsglobalparametersusedby Xamime. This �le is no longer“ac-
tively” used.Ratherit servesasasource�le for compilingthexamime.cfg �le (on initial install).

xamime .licence

Detailstheownershipstatusof the Xamimeinstallation. The Xamimelicence�le is a simple3 line text �le
which is formattedasfollows:

� LicenceNumber(ie 20040201L4)

� LicenceOwner(ie PLD)

� ReleaseCode( longdigit sequencesuppliedby PLD Software,uniquelygenerated)

14



5.2. FILES CHAPTER5. FILE DESCRIPTIONS

xmadmin

WWW interfaceadministrationtool for Xamime.

xmadmin.access

Controlstheaccessrightsof administratorsin XMAdmin

xmadmin.conf

XMAdmin con�guration�le. This �le containsglobalparametersusedby XMAdmin

xmadmin.pass wd

MD5 encodedencryptedpassword �le for administratorusers

xmapass wd

Commandline interfaceuser/password modi�cation tool (similar to passwd)

15



6 Main Menu Enhancements

6.1 Intr oduction

In orderto provide a degreeof customizationof theXamimeWWW interface,it is now possibleto addaddi-
tional menuentriesusingthe MAIN MENU EXTENSIONS facility andto adda separateloadingsidewindow
usingtheMAIN MENU SIDE-BAR.

6.1.1 Main Menu Extensions

Main menuextensionsallowsanextrasegmentof HTML codeto beinsertedinto themainmenupagebetween
the EDIT CONFIGURATION andLOGIN menuentries. XMAdmin looks for the �le mainmenu.extensionsin
the Xamimehomedirectory(/usr/local/xamime), if the �le is present,it will be loaded. Below is a sample
mainmenu.extensions�le:

<UL>
<LI><a href=http://ww w. fr es hmeat .n et >Fres hmeat </a>
<LI><a href=http://ww w. news.co m.au>Aus tra li a News</a>
</ul>

See�gure 6.1on thenext pageasanexampleof theabove �le includedin theXamimemainmenu.

6.1.2 Main Menu Side-bar

TheMAIN MENU SIDE-BAR allows theXamimeWWW interfaceto have anembeddedIFRAME HTML tag
locatedon theright handsideof themainmenu. The �le mainmenu-sidebar.url �le containsthe information
requiredto make theIFRAME useful.The�le containstwo separatelinesof data.

1. <TD> tagparametersfor theinclusionof theIFRAME

2. <IFRAME> tagparameters

Thedetailscontainedin the�le mainmenu-sidebar.url areplacedin theWWW pageassuch:

<TD ${first line of mainmenu-sideb ar .u rl>
<IFRAME ${second line of mainmenu-sidebar .u rl }>

anexampleof thecontentsof the�le is depictedbelow:

width=500 bgcolor=#ffffff
src='http://ww w. pld anie ls .c om' width=100% height=100% border=0

TheresultingWWW pageis shown in �gure 6.2.
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6.1. INTRODUCTION CHAPTER6. MAIN MENU ENHANCEMENTS

Figure6.1:XamimeMain Menuwith MenuExtensions
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6.1. INTRODUCTION CHAPTER6. MAIN MENU ENHANCEMENTS

Figure6.2:XamimeMain Menuwith Side-barandExtensionsactive
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7 Repor t Scripts

7.1 Intr oduction

Xamimeemploys anuniquescript for deliveringblockedemail reportsto eachof sender, receiver andadmin-
istrator. Eachscriptis storedin theACL subdirectoryto which it is applicable.

7.2 Repor t Script �les

When a new ACL is created,the report script �les are copiedfrom the Xamime homedirectory (typically
/usr/local/xamime). The scriptsareentirely administratorcon�gurable andnot limited to beingshell-script
only (it' s perfectlyapplicablethat the mail reportdelivery �les be written in C or Perl). The �lenames for
themail reportdelivery scriptsfor sender, receiver andadministratoraremailsender, mailreceiver, mailadmin
respectively

7.3 Parameter s

Eachscriptis calledwith seven(7) parameters

1. senderemail

2. receiver email

3. reportname(�lename containingthereport�le whichXamimeproduced,full path)

4. emailtemporarydirectory(directoryin which theemailwasunpacked/tested,full path)

5. RFCcompliantdatestring(Datestringusedto ensurethattheheadersof thecreatedemailareRFC822
compliant)

6. administratoremailaddress

7. Sendmaildefault (non-Xamime)con�guration�le (full path)

7.4 Invoking Method

Xamimeinvokeseachof the three(3) blocked reportdelivery scriptsvia a system()call. The returncodeis
thatwhich is returnedby thedelivery script. Typically thescriptwill returntheresultcodefrom thesendmail
delivery.
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8 AntiVirus

8.1 Intr oduction

This sectionis not aboutspeci�c AntiVirus programs,but, ratherhow Xamimedealswith invoking AntiVirus
programsand�ltering their results.Therearenow two methodsof usingAntiVirus in Xamime.The�rst is the
�x edAntiVirusenginesolutionwhichusesprede�nedcon�gurations- this is locatedonthemaincon�guration
page. No moreAntiVirus engineswill be addedto this page. The secondmethodis the GenericAntiVirus
interface. The GenericAntiVirus interfaceenablesXamime to copewith an ever expandingand changing
market of availableengineswithout forcing theadministratorto wait for thelatestXamimeupdates.

8.2 Fixed AntiVirus Engine Method

8.2.1 Invoking

Xamime invokes external executableAntiVirus programsthrough the use of the execve()C proceedinga
fork() call. The output from the AntiVirus programis capturedby dup2()'ing the STDOUT �le streamto
antivirus.report.

8.2.2 Output Filtering

Duethethevaryingnatureof theoutputof AntiVirusprograms,Xamimeemploys theuseof apost-executional
�ltering call to strip out all non-virusreportdata. This is requiredto provide a relatively consistentoutput
for blockedemail reports.In addition,removal of thenon-virusdataensuresthatend-usersreceiving blocked
emailreportsarenotoverwhelmedwith spuriousandconfusingdata.

Full paths are remo ved in order to prevent broadcasting inf ormation whic h may be of potential
use to a crac ker.

8.2.3 Filtering Example

Example NOD32 execution output prior to �ltering

þ Loading module...OK
þ Scanning log þ NOD32 Version 1.106 (20010919)
þ Command line: /extra/mailpacks /r m1 date: 29.11.2001 time: 10:56:11
/extra/mailpac ks /rm 1/ Navi dad.e xe - Win32/Navidad worm /extra/mailpack s/ rm1/F REE_xx x_s it es .T XT.pi f - Win32/MTX.A /extra/mailpac ks/ rm1/ ei ca r.c om - Eicar test file
number of diagnosed files: 148 number of viruses found: 3 termination time: 10:56:12 total time: 1 sec (00:00:01)

Example of NOD32 output after �ltering

Navidad.exe - Win32/Navidad worm
FREE_xxx_sites .T XT. pi f - Win32/MTX.A
eicar.com - Eicar test file
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8.3 Generic AntiVirus interface

8.3.1 Intr oduction

With themorerecentreleasesof Xamime,including theGenericAntiVirus con�guration tool, it is no longer
requiredof Xamimeto explicitly supportaparticularAntiVirusprogram.

8.3.2 Generic AntiVirus requirements

To con�gureanew AntiVirusprogramfor Xamimevia theGenericinterface,thefollowing informationwill be
required:

� Binarypath

� Binary �ags

� Clean/No-virusreturncode(s)

� Virusdetectedreturncode(s)

� Error returncode(s)

� Otherreturncode(s)

� Text regularexpressionfor the�ltering of linescontainingvirus information(optional)

� Text regularexpressionfor theextractionof the�lename containingthevirus information(optional)

Pleaserefer to theXamimeAdministrationmanualfor furtherdetailsaboutsettingup theAntiVirus program
in theGenericAntiVirus interface.
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9 Post�lter

9.1 Intr oduction

TheXamimepost�lter providesanopeninterfaceto thetaskof gettingdatato a third partysolution.While the
Post�lter doesallow you to modify the�les storedfor theemail,it is morecommonlyusedto transferdatato
SQL databasesandreportingsystems.More �elds maybeaddedto thedatastreamover time asnew features
areaddedto Xamime.

9.2 Post�lter URI data format

ThePost�lter data-stream,asdeliveredto theinvokedbinaryvia STDIN is encodedusingtheURI format.The
URI encodeddatacanbequickly decodedusingmostlanguagesincludingPHPandPerl. It shouldbenoted
that for recentversionsof PHP, it is an absoluterequirementthat PHPis con�gured with the ' –disable-cli'
parameterelsethedatainput from STDIN will fail.
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Table9.1:URI DataSpeci�cation
VariableName Comments Dataexample

utstamp Unix timestampinteger 1093422281
eid Email ID 1093422281_3322

retained_path Full pathto theemailon theXamimesystem /usr/local/xamime/tmp/
2/20040701/inf1093422281_3322

timestamp Humanreadabletimestamp 20031025160313
(2003-10-25,16H03:13)

acl_key Key of theACL usedto block/passtheemail (if appli-
cable)

106290648412129

acl_name Regex text of theACL for address�ltering @pldaniels.com,#itgroup
acl_comment Text commentof theACL GlobalACL
block_status Email blockstatus(PASS/DENY/None) Passed| Blocked

block_comment Commentfrom theACLitemusedto PASS/DENY Email is blocked
sender Email addressof thesender pld@pldaniels.com

receiver Email addressof thereceiver receiver@domain.com
global_status Seetable9.2on thefollowing page 199

sender_blocked Emailwasblockeddueto asendertest 1
receiver_blocked Emailwasblockeddueto a receiver test 1
explicit_blocked Emailwasblockedduetoaexplicit block(DENY ALL) 1
tagging_blocked Emailwasblockeddueto a taggingtest 1

virus_blocked Emailwasblockeddueto avirus test 1
type_blocked Emailwasblockeddueto a typetest 1

name_blocked Emailwasblockeddueto a �lename test 1
text_blocked Emailwasblockeddueto a �le contents/text test 1

anynamed_blocked Emailwasblockeddueto attachmentsin theemail 1
sized_blocked Emailwasblockeddueto emailsizelimit exceeded 1

external_blocked Emailwasblockedduetoanexternaltestreturningnon-
zero

1

zipbomb_blocked Email wasblocked dueto zip decodingsizeexceeding
limits

1

mailpack_size Emailmailpacksizein Kilobytes(1024bytes) 224
cpu_usage CPUsecondsrequiredto processtheemail 12

Attachment�le data(multipleinstances)
�lename Nameof the�le. No leadingpath eicar.com

�lesize Sizeof the�le in bytes 49
hit_status If anACLitemblockedthe�le, whatthestatusis VirusDetected
comment Commentfrom theACLitemhit. Deny all Viruses
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Table9.2:Globalblockstatuscodes
GlobalBlock Code Associatedtest(ACLitem test)

100 File typetest
101 File nametest
102 File contents/ text test
103 File sizetest
104 Attachmentpresencetest
105 Externaltest
106 Email sendertest
107 Email receiver test
108 Virus test
109 Taggingtest
110 SourceIP test
199 Zipbombtest
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10 Debugging

10.1 Intr oduction

Thingsdo occasionallygo wrongon all computersystems.It is up to thedebuggingtoolsto attemptto locate
andresolve theproblemasquickly andsimply aspossible.Xamimeofferstwo separatetypesof debugging,a
globaldebuggingsystemactivatedfrom XMAdmin (canveryquickly �ll upsystemlog �les), or, thepreferred
methodof invoking Xamimedirectly from thecommandline

10.2 Global Debugging

10.2.1 Activ ating

Xamimeprovidesdebuggingoutputto syslogswheninvoked. Thedebuggingdetail is usefulfor tracingdown
whereproblemsmight be occurring,both at a binary level andACL[item] level. Activating the debugging
requireschangingthedebuggingswitchin theXMAdmin maincon�gurationpanelto “yes” (See2.2onpage5)

10.2.2 Output

Below is anexampleof Xamime/XMAdminsyslogdebug output.

XAMIME:main: Regenerated filetype list...
XAMIME:main: Reading ACL #1
XAMIME:main: Comparing arbx == <worker@hserve r. pl dan ie ls .c om or arbx>
XAMIME:main: Receiver hit!
XAMIME:XAMIME_pr oce ss _acl : Start
XAMIME:XAMIME_pr oce ss _acl : Copying Admin address
XAMIME:XAMIME_pr oce ss _acl : Status = a
XAMIME:XAMIME_pr oce ss _acl : Processing test...(Virues be blocked)
XAMIME_process _acl: item is DENY
XAMIME:XAMIME_ac lit em_t es t: Start (v)
XAMIME:XAMIME_ac lit em_t es t: Virus test
XAMIME:XAMIME_ac lit em_t es t: Testing for Viruses...
XAMIME:XAMIME_ac lit em_t es t: Result = 0
XAMIME:XAMIME_pr oce ss _acl : end of test.
XAMIME:XAMIME_pr oce ss _acl : Status = a
XAMIME:XAMIME_pr oce ss _acl : Processing test...(no text files.)

10.3 Command Line Debugging

Xamimecanbeinvoked from thecommandline for thepurposeof debugging. Thecommandline debugging
modeis thepreferredmethodof locatingfaultswith Xamime. Xamimesupportsseveraldebuggingmodesas
listedin following table.
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DebuggingFlag Description

–debug-acls Show theACL testingpathof theemail. This modeis usefulfor debugging
whichACLsandACLitemsarebeinginvoked.

–debug-delivery Show detailsof the �nal delivery process(if theemail is passedfor �nal de-
livery)

–debug-�ne Show a high level of debuggingdetails,includingbuild up,mailpackdecom-
position,ACL processingandteardown processes.Theoutputfrom this de-
buggingmodecanbevery large,in theorderof severalhundredKbytes.

All debuggingmodesgeneratetheiroutputto STDOUT. A typical debuggingexecutionis setupasfollows:

./xamime xamime.cfg sender@somewhere .c om receiver@domain .c om
--debug-fine < mailpack > debug.log
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Figure10.1:Example–debug-aclsoutput
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11 Error Messages

11.1 Intr oduction

WhenproblemsoccurduringtheXamime�ltering process,errorswill typically besendto thesystemlog �le
(/var/log/mail.log;messages;maillog). Xamimetriesto provide asmuchinformationaspossiblein theerrorto
helptheadministratorrectify theissuecausingtheproblem(s).If it is unclearasto thecauseof theerrors,it' s
recommendedthattheadministratorcontactPLD Softwaredirectly.

11.2 Things to check

11.2.1 Disk utilization

disk space

Checkthatyouhave suf�cient diskspaceavailablefor yourspooldirectoriesandyourXamimeretainedemail.
Without suf�cient freespaceemailcannotbesavedandoftenloggingcannot bestored(oftencausinga lot of
confusionasno errorsarethuslogged).Freespacecanbecheckedusing:

df -h

anything lessthan10%freespaceis considereddangerousonmostsystems.

inodes

Often overlooked, the disk inodeavailability determinesif a �le canbe created/allocatedon the �lesystem.
Even if df -h reportssuf�cient free spaceinodescan often be exhausted. The most commoncauseof the
depletionof inodesis small�les (lessthan4Kbytesin size).Theinodeavailability statuscanbecheckedusing:

df -i

directories stora ge limit (Xamime Levels 1, 2 and 3)

Most �le systemscanstoremany hundredsof thousandsof �les perdirectorybut have a limited ability to store
directories.Each�le systemhasits own limit, thougha typical valueis approximately32,000entries.If email
is beingrejectedby Xamimeandretainedin the in-boundemailspool,checkthenumberof directoriesin the
tmpdirectory:

ls /usr/local/xamim e/ tmp | wc -l

If thisvalueis at32,000(or 64,000for ReiserFS),youwill needto either;

� Removeold retainedemail

� Createanew tmpdirectoryandmove theoriginal to anew location(tmp.old)

� Upgradeto XamimeLevel 4 (theSpanningstoragesystemavoidsthe�lesystemlimitations)
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11.2.2 Mail processing

Sendmail out-bound queue increase

BecauseXamimeusestwo separatesendmailcon�guration �les (xamime.cf and/etc/mail/sendmail.cf), it is
possiblefor situationsto arisewhereemailwhichhasbeenprocessedby Xamimerefusesto besent.Symptoms
include:

� Build upof mailqentries(emailwaiting to bedeliveredto its next hop)

� Runningsendmail-q -v returnsafteradelayshowing no,or limited numbersof emaildelivered

Thecauseof this conditionis becauseboth theXamimecf andoriginal sendmailcf have thesameQueueLA
andRefuseLAvalues.Thesolutionto thisproblemis to eitherreducethexamime.cfQueueLAandRefuseLA
values,or increasethesendmail.cfQueueLAandRefuseLAvalues.It is preferableto increasethesendmail.cf
valuesasthiswill not requireanentiresendmailrestart(theeffect will beimmediate).

11.2.3 System CPU and memor y resour ces

Surging system load

Symptomsinclude:

� Loadgoesthroughspike cycles

� Sendmailperiodicallyrefusingto acceptnew connections

� Numberof messagesperminute/hourarelower thananticipated

A commoncauseof this condition is when sendmaildoesnot have its in-boundconnectionrate throttled.
Checkthe xamime.cf �le andactivate the ConnectionRateThrottle= parameter. A typical valueof 1 or 2 is
usuallysuf�cient (relatingto 3600or 7200emailperhourrespectively).

If throttling doesnot appearto easethe conditionsuf�ciently, checkto seeif thereareotherSMTP servers
feedingthe Xamimeserver which might be usingconnectioncaching. Connectioncachingis a facility pro-
videdby sendmailserversto allow multiple email to besentover thesameconnectionin a sequentialmanner.
Connectioncachingeffectively bypassestheConnectionRateThrottle= setting.

Memor y star vation

Symptomsinclude:

� Applicationsrefusingto start

� High disk I/O

� Servergenerallybehaving strangely

� Spam-�lteringnotworkingcorrectly

Theuseof SpamAssassinwith Xamimecanoftenleadto memorystarvation. EachSpamAssassinprocesscan
consumewell over50MB of ramin orderto handleall its rules.Possiblesolutionsinclude:
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� Reducethenumberof emailbeingprocessedconcurrently(seeaboutthrottlingat11.2.3onthepreceding
page)

� Installmorememory

� Deactivateany unwantedservices(mostUnix distributionscomewith many servicesrunningthatarenot
required)
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12 Additional Tools

12.1 confcompile

confcompileis usedto convertatext-onlybasedXamimecon�guration�le into its [usable]binaryversion.Nor-
mally confcompileis invoked during theXamimeinstallationprocessandhenceis rarelyusedagain.Typical
useof confcompilemaybeif you loseor corruptyourexisting xamime.cfg �le.

Usageof confcompileis asfollows:

confcompile <input configuration (text)> <output file>

Whereinput con�guration is the xamime.conf �le and output �le is the xamime.cfg �le. The output of an
examplerun is presentedbelow:

./xamime-relea se # ./confcompile xamime.conf xamime.cfg
Reading...done .
Writing...done .
Verifying...Ve ri fie d.
./xamime-relea se #

12.2 buildxamcf

buildxamcf is a tool usedto createthexamime.cf �le from anexisting sendmail.cf. Essentiallythe tool adds
into anexistingsendmail.cfaruleset0 hookandanew deliveryagentde�nition. Thisprogramis includedonly
in theXamimeinstallationpackage.

Usageof buildxamcf is asfollows:

./buildxamcf <sendmail.cf> <xamime.cf> <xamime home path>

An examplerunof buildxamcf is shown:

./xamime-relea se # ./buildxamcf /etc/mail/send mail .cf ./xamime.cf /usr/local/xami me/
Creating MDA file...done.
Applying updates to current /etc/mail/sendm ai l. cf
to create ./xamime.cf...d one.
./xamime-relea se #
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12.3 xmapass wd

xmapasswdis a commandline tool usedto setupaccountsfor XMAdmin. Althoughthis is typically donevia
theXMAdmin interface,theremaybetimeswheremanualinterventionis required.

Usageof xmapasswdis asfollows:

./xmapasswd -u <username> -p <password> -f <passwd file>

-u : Username

-p : Password to beusedfor theusername

-f : locationof thepassword �le (typically xmadmin.passwd)
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