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1 Introduction

This manual is intended to be used as a technical level reference for dealing with Xamime
on a non-WWW interface level. Most operations of Xamime are performed via the XMAdmin
interface . However, there may be situations/e vents whic h require low-level maintainance or
adjustments whic h cannot be directl y performed through the XMAdmin interface .

This manual is also intended to be used as an information source for various commonl y
needed data tables.



2 Xamime Contr ol

2.1 Overview

This chaptedealswith the proces®f startingandstoppingXamime,aswell asdetailinghow to invoke Xamime
manuallyfor the purposeof testing/debgging

2.2 Starting Xamime

Xamimecanbe startedwith thefollowing commandNOTE thekillall statements optional,andonly required
if thereareothersendmaibprocessesunning.

killall ! sendmail; sendmail -bd -qlh -C /usr/local/xami mex amme .c f

The ags -bd -glharedependenbn whatyour typical installationfor sendmailis. The -bd invokes sendmail
asadaemon(sendst to background)The-glhforcessendmailto re-queuevery 1 hout

2.3 Stopping Xamime (and restar ting sendmail without Xamime)

Sometimest is requiredto stop Xamimefrom ltering email, perhapsn orderto ascertainthe location of
variousroutingissuesor othersuch.

killall sendmaiil; sendmail -bd -qlh

Checkadditionallyin your startupscriptsfor Xamime modi cations (typically /etc/init.d/rc.sendmailif you
needto disableXamimefor a greaterdurationof time.

2.4 Invoking Xamime manually

For the purposeof delugging,or perhapsaspartof a periodicscript, Xamimecanbeinvoked directly without
calling Sendmaiinitially. Xamimeacceptghree(3) parametersnthecommandine. It recevesdataintended
for delivery [RFC822mailpack]via STDIN.

cat mailpack | xamime <conf file> <sender address> <receiver address>

Ykillall shouldnotbe usedon SolarissystemsThekillall on Solariscanbefatalto all processesunning.



3 Regular Expressions

Regularexpressiongorm a majorcomponenbf Xamimeoperations Regularexpressionsareusedfor nearly
all text matchingroutines.lIt is importantto learnhow to useregular expression®f ciently aswhile they are
very powerful they canalsobring your CPUto maximumloadif abused.

Xamimeusesregex matchingin thefollowing areas:

ACL Name(matchingto emailaddress)
SendefTest
Recever Test
Text Test
FilenameTest
GenericAntiVirus output Itering
Of all the above tests,the Text Testranksthe highestin termsof potentialload. If your systemis suffering

underalot of CPUload,checkto seewhat Text Testsyou have active andseeif you canperhap®ptimizethem
(ie, conglomerateseparateestsinto oneOR test,suchas\.(wordA|wordB|wordC)).

All regex testingis donein caseinsensitve mode. This cannotbe changed.If you requirespeci cally a case
sensitve regex searchconsiderusinganExternalTestto performthe operation.

Xamimewill reportary errorsencountereéh the ACL regularexpressionsn the systemlog les with reports
similarto:

ERROR: Regex compilation resulted in code 13 for regex '*.com'



CHAPTER3. REGULAREXPRESSIONS

Table3.1: CompactRegularExpressiorGuide

RegularExpression\ De nition

\t\n\r Matchatab,newline, carriagereturn

WV A\+\? Matchescapedharacteliterally, ignoringthe\

[...] Matchary charactergontainedwithin thebraclets
"...] Matchary charactersiot containedwithin the braclets
: Matchary characteexcludingthe newvline (\n)

\w \W Matchary word, or NON-word

\s\S Matchary whitespaceor NON-whitespace

~$ Matchexpressiorto the beginningor endof aline

\b, \B Matchatword boundary(or NON-boundary)

? Matchzeroor onetime

+ Match previoustermoneor moretimes

* Matchtermzeroor moretimes

{n} Matchprevioustermpreciselyn times

{n} Matchprevioustermn or greatertimes

{n,m} Matchprevioustermatleastn times,but nomorethanm times
alb Matcheitheraor b




4 File Types

4.1 Introduction

Althoughthe letype.specllistle is notconsidere@nend-useadministrablétemof Xamime,its speci cation
hasbeenincludedherefor thoseadministratorasvhom which to expandfurther on the available le types
availablefor detection.It shouldbestronglynotedherethatary alterationsnadewill beignoredandpotentially
overwrittenwith thereleaseof ary new versionsof Xamime.

4.2 Test Methods

Xamimecurrentlyusestwo differentmethodsf le typetesting,dynamictext and x edbinary Therequire-
mentof two differentstyleof testingmethodsarisedrom thedesireto detecthevastarrayof le typesavailable
to computing.

4.2.1 Dynamic Text Detection

DynamicText Detectiontestingcameaboutin orderto Il theneedto detectand“type” mary le typeswhich
do not exhibit a x ed byte-spacingstructure. Suchformatsinclude HTML, Shell scriptsand programming
sourcecode(amongsimary others).

Thetesttype eld designatiorfor DynamicTestDetectionis “1” (asopposedo “0” for binary). Thetest-length
eld setsabytecountlimit for thedetectionrange.Shouldthe le typenotbe“detected"within thatrangeof
bytes,thetestis deemedinsuccessful.

Eachword requiredto be detectedin sequenceis separatetby a caret(”). If thewordis optional,it is further
pre xedusingatilde (~). If thewordis notto bedetectedit is pre xedusinga exclamation(!).

An exampleof a DynamicText Detectionto detectC headerles couldbe:
~extern™#defin eM~exte rn M man(

DynamicText Detectioncanbe usedon binary les andstill matchword sequencewiithout having to worry
aboutnull/0 byte sequencesausingshortreadsor prematurdestfailures. Xamimewill pre lter the testing
blockof le, replacingary null charactersvith ASCII 1

4.2.2 Fixed Binary Detection

Unlike the DynamicText Detection,Fixed binary (asit nameindicates)elieson detectingspeci ¢ sequences
of bytesin speci c staticlocations.As mostbinary sequencemvolve charactergutsideof the normalASCI|
7-bit range Xamimeprovidestwo methoddor encodingoyte values



4.3. FILETYPE.LIST CHAPTER4. FILE TYPES

Decimal notion

Decimalvaluesareencodednto singlebytesusinga slashpre x edthreedigit notion.

\ddd - \034 \138 1\232

Hexadecimal notion

Hexadecimalaluesareencodednto singlebytesusinga slash-xtwo [hex]digit notion.

\XHH - x40 \x39 \x9C

Additional operator s

Additionally, it is oftenrequiredto applyan AND bit maskto a bytevalueandcompardor anidenticalresult.
To applyan AND testto a x edbinarysequencetherequiredbytemustbe pre xedwith a“&” symbol.

&BYTE - &80 &J &\032

4.3 letype .list

4.3.1 Field explanations

Thetext contentsof Xamime letype.list arecolonseparatedinglerecordperline entries.Each eld will be
describechere

ID

This eld is nolongerused.However, for the sale of backward compatibility it is still requiredto be present
with avalueof '-'.

OFFSET

0-offsetbasedbyte valueindicatingat which byte[in the le] to commencdestingfrom.

TEST-TYPE

0 - UseFixedBinary test

1 - UseDynamicText test

TEST-LENGTH (applicab le only to Dynamic Text test)

Themaximumnumberof bytesto testfrom the startof the le. Theabsolutemaximumdefaultlengthis 10KB
(10240bytes).



4.4. COMPILING FILETYPE.LISTINTO FILETYPE.SPEC CHAPTER4. FILE TYPES

GR[123]

Progressie cateyory heirachyof the le type. This permitsan ACL-itemto selectagroupof les basedourely
onthecatayoryin whicha le exists,asopposedo aspecic le type.

NAME

OftenconsideredsaGR4 eld, This eld shouldbeconsidere@nabsoluteanduniqueidenti er for a le type

TESTFOR

The sequencef bytesor wordsfor which mustbetestedfor by eitherthe Fixed Binary or DynamicText tests

COMMENT

A commentbof upto 512bytesin sizeusedto describehe le typebeingtestedor

4.4 Compiling letype .list into letype .spec

Due to the performancedemandsthe Xamime programloadsthe le-types in a compiledform from a le
called letype.spec. The le letype.specis a compiledversionof letype.list. To compile letype.list, it is
requiredto usethe buildtypesprogramlincludedwith Xamimedistributions]. Typical useis asfollows:

Jbuildtypes filetype.list filetype.spec
A normalrun of buildtypeswill resultin asimilar outputto whatfollows:

# ./buildtypes filetype.list filetype.spec
Reading in text database...

65 types read in...

Clearing  database...

Reading in binary database...

65 types read in from binary database
Types database verified.

10



5 File Descriptions

5.1 Introduction

Xamimeasa packagecontainsnumerousles, eachwhich performa speci ¢ task,or areused/createdspart
of therunningprocesf eitherXamimeor XMAdmin.

5.2 Files

.gif

All gif format les (non-LZW compressedare usedby the XMAdmin programto provide iconic represen-
tationsof the mary functionsin XMAdmin (ie, delete,dery-status,pass-statusyiew etc). Theseiconscan
be replaced/redran asdesired. Gif is currentlybeinguseddueto the lack of PNG-transparerycsupportin

numerousrowsers.Oncetransparencis supportednorewidely (andreliably) thedefault le formatwill be

PNG.

.groups

Text les containingspacecommandandcarriage-returdelimitedemailaddresseslheaddressearematched
on a strict basiswith no regularexpressionpermitted. Groupsare usedin ACL nameentriesto permitthe
groupingof multiple dissimilaremailaddresseanderone ACL name.

aclitempa ge.dhtml

This le isloadedeverytimeyouview/edit/creatan ACLitem. The le containsamajority of theHTML code
requiredto build the ACLitem page.lt is notrecommendethatyou modify this le unlessyouknow whatyou
aredoing. Shouldthe le becomenon-functionait canberefreshedrom theoriginalinstall packageThis le
will beupdatedvhenever a new setof emailtestsareaddedto Xamime.

acls

Is asubdirectorycontainingall currentACLs. Within this directoryexistsa le acls.metavhich containameta
informationaboutall the ACLs.

buildtypes

Is a programusedto compile letype.list [text format]into letype.spec Seesectiond.2 on page8 for details
on le types.

11
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confcompile
Confcompilecorvertsa xamime.conftext) le into an Xamimenative readablebinary format. This program
is usedduring the initial Xamime installationto convert the parametergeneratedor XamimethroughOS

probinginto the requiredxamimecfg le. You cannotusexamimeconf(text) asan xamimecon guration le,
Xamimewill fail to opeiate Seesection12.1onpage31.

generica v.conf

Con guration le containingthe binaryformatteddetailsfor the GenericA/ interface.Thesele shouldnotbe
modi ed directly. If youwishto alterthe GenericA/ con guration,do sovia the XamimeWWW interface.

help

This directorycontainshelp les thatareusedin Xamime.As morehelp les areaddedthey will beinstalled
here.

localdomains

A text le containingsingledomainsperline. Eachdomaincontainedwithin is consideredh “local domain”
by Xamime.This le is oftenreplacedy the/etc/mail/local-domaisisendmaille.

logs

Is asubdirectoryin which Xamimeand XMAdmin logsarestored.

mailadmin, mailreceiver, mailsender

Are templateshell scriptsusedto generateanddeliver blocked emailreportsto the administratgrrecever and
senderespectiely. Thistemplatas copiedto anACL directoryfor eachnen ACL createdlt isrecommended
thattheadministratomodify this scriptto bestsuitthe messageesponselesired.note- Thescriptcanalsobe

rewritten in Perlor ary otherlanguagesolong asit acceptghe requiredparametersinddeliversthe blocked
message(Seealso7 on pagel9)

mainmen u-sidebar .url

This le containsdatausedto generatehe Xamime WWW interfacesidebar This le is plain text andis
createdby theadministratarPleaseeferto 6.2 on pagel8for moredetails.

mainmen u.extensions

This le containsHTML codewhich will beinsertedinto the Xamime WWW interfacemain menu. Please
referto 6.1.1for moredetails.

Mxamime .MDA

This le containsthe Xamimemail agentde nition asrequiredby Sendmail.The le is generatedluringthe
installation.The le is retainedfor referenceurposes.

12
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normal.css

Cascadingstyle Sheetusedoy XMAdmin to enforcea commonlook andfeel. This le canbemodi ed by the
administratotto provide alook/feelasdesired.

options.conf

This le containscon gurationinformationfor the Xamime ExtendedOptions. Do not edit this le directly,
usethe XamimeWWW con gurationinterface.

post lter .conf

This le containscon guration informationfor the Xamime post Iter. Do not edit this le directly, usethe
XamimeWWW con gurationinterface.

post x.conf

This le containscon gurationinformationfor communicatingvith the Post x MTA sener (XamimePost x
version).Do noteditthis le directly, usethe XamimeWWW con gurationinterface.

pre lter .conf

This le containscon guration informationfor the Xamime Pre Iter. Do not edit this le directly, usethe
XamimeWWW con gurationinterface.

stora ge.conf

This le containscon gurationinformationfor the XamimeSpanningstorage Do noteditthis le directly;, use
the XamimeWWW con gurationinterface.

tmp (Xamime Levels 1, 2 and 3)

Is adirectorycontainingall unpacled/in-procesemail.

Directorieswith asufx of B areblockedandretained.
Directorieswith asufx of Parepassedndretained.

Directorieswithoutasufx arein process,

Should a director y without a sufx persist for more than a minute, it is often worth claiming
the mailpac k out of the director y, and sending it to the Xamime technical administration emalil
account (see Xamime WWW site for suitab le contact details ) for further inspection.

13



5.2. FILES CHAPTERS. FILE DESCRIPTIONS

tmp (Xamime Level 4)

The spanningstoragesystemof XamimeLevel 4 extendsthe ./tmp directoryinto 2 morelevels. The Xamime
Level 4 retainedemail pathformatis:

xamime/tmp/{se le cte d partition}/{coa rs e timecode}/inf*

The selectedpartition is a algorythmically selectedpartition from one listed in the Xamime storage
con guration

Thecoarsdimecodes a compositionof theyear month,dayandhour(YYYYMMDDHH).
An examplepathis:

xamime/tmp/2/2  004070216/i nf 1093532234_3322

xamime

Isthemain ltering program.MTA senersfeedall emailthroughXamime.

xamime .cf

Alteredversionof thesystems original sendmail.cfThexamimecf le containsalterationswvhich causesend-
mail to directall emailthroughxamime.

xamime .cfg

Xamimemaincon guration le compiledinto abinaryformatby the confcompileutility (Seel2.1onpage3l
). The reasoningbehindcorverting to a binary format ratherthan the previous text-only con guration le
(Seexamimeconf) is for reasonf speed. A binary format con guration le canbe readin with a single
readcommandandimmediatelyhasall the contentsavailablein the correctformat, corversely a text format
con guration le hasto bereadin andparsedine by line, whichconsumesnary moretimestheCPUresources.

xamime .conf

Xamimecon guration le. This le containsglobal parametersisedby Xamime. This le is nolonger“ac-
tively” used.Ratherit senesasasourcele for compilingthexamimecfg le (oninitial install).

xamime .licence

Detailsthe ownershipstatusof the Xamimeinstallation. The Xamimelicence le is a simple3 line text le
whichis formattedasfollows:

LicenceNumber(ie 20040201L4)
LicenceOwner(ie PLD)

ReleaseCode( long digit sequencsuppliedby PLD Software,uniquelygenerated)

14



5.2. FILES CHAPTERS. FILE DESCRIPTIONS

xmadmin

WWW interfaceadministratiortool for Xamime.

xmadmin.access

Controlstheaccessightsof administratorsn XMAdmin

xmadmin.conf

XMAdmin con guration le. This le containgglobalparametersisedby XMAdmin

xmadmin.pass wd

MD5 encodedncryptedpassverd le for administratousers

xmapass wd

Commandine interfaceuser/passard modi cation tool (similar to passwdl

15



6 Main Menu Enhancements

6.1 Introduction

In orderto provide a deggreeof customizatiorof the XamimeWWW interface,it is now possibleto addaddi-
tional menuentriesusingthe MAIN MENU EXTENSIONS facility andto adda separatdéoadingsidewindow
usingthe MAIN MENU SIDE-BAR.

6.1.1 Main Menu Extensions

Main menuextensionsallows anextra segmentof HTML codeto beinsertednto the mainmenupagebetween
the EDIT CONFIGURATION andLOGIN menuentries. XMAdmin looks for the le mainmenugensionsn

the Xamime homedirectory (/usr/local/xamimg if the le is present,t will beloaded. Below is a sample
mainmenugensionsle:

<uUL>

<LI><a href=http://ww w.fr eshmeat .n et >Fres hmeat </a>
<LI><a href=http://ww w.news.co m.au>Austra li a News</a>
</ul>

See gure 6.1onthenext pageasanexampleof theabore le includedin the Xamimemainmenu.

6.1.2 Main Menu Side-bar

The MAIN MENU SIDE-BAR allows the XamimeWWW interfaceto have anembeddedFRAME HTML tag
locatedon the right handside of the mainmenu. The le mainmenu-sideban! le containstheinformation
requiredto make the IFRAME useful. The le containswo separatdinesof data.

1. <TD> tagparameter$or theinclusionof theI[FRAME
2. <IFRAME> tagparameters

Thedetailscontainedn the le mainmenu-sidebaurl areplacedin the WWW pageassuch:

<TD ${first line of mainmenu-sideb ar.url>
<IFRAME ${second line of mainmenu-sidebar .url }>

anexampleof the contentf the le is depictedbelow:

width=500  bgcolor=#ffffff
src="http://ww w. pld anie Is .c om' width=100% height=100% border=0

TheresultingWWW pageis shavn in gure 6.2.

16
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Figure6.1: XamimeMain Menuwith MenuExtensions
[ Main Fage - Mozilla Firefox

File Edit View Go Bookmarks Tools Help D|

Ga v o~ @ 21 |0 nttp://192.168.1.115:6886/ > [ICL |

\/a mime
ﬂmt&nt Control - Paiicy Enforcement

http://www.xamime.com
W3.3.33061
Xamime Level 4

Linux Edition
Logged in as:; admin

Retained Emails

Filtering Rules - ACLs
Group Controls

User Administration
Edit Configuration

Freshmeat
Australia News

® Login as different user
® About
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Figure6.2: XamimeMain Menuwith Side-barandExtensionsactive
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7 Report Scripts

7.1 Introduction

Xamimeemploys anuniquescriptfor delivering blocked emailreportsto eachof senderrecever andadmin-
istrator Eachscriptis storedin the ACL subdirectoryto whichit is applicable.

7.2 Report Script les

Whena new ACL is created the reportscript les are copiedfrom the Xamime homedirectory (typically

/usr/local/xamimp The scriptsare entirely administratorcon gurable and not limited to being shell-script
only (it's perfectly applicablethat the mail reportdelivery les be written in C or Perl). The lenames for

the mail reportdelivery scriptsfor senderrecever andadministratoaremailsender mailreceiver mailadmin
respectiely

7.3 Parameters
Eachscriptis calledwith seven(7) parameters

sendeemail

. recever email

1.

2

3. reportname( lename containingthereport le which Xamimeproducedfull path)

4. emailtemporarydirectory(directoryin whichthe emailwasunpacled/testedfull path)
5

. RFCcompliantdatestring (Datestringusedto ensurethatthe header®f the createdemailareRFC822
compliant)

o

administratoemailaddress

7. Sendmaidefault (non-Xamime)con guration le (full path)

7.4 Invoking Method

Xamimeinvokes eachof the three(3) blocked reportdelivery scriptsvia a system(xall. The returncodeis
thatwhich is returnedby the delivery script. Typically the scriptwill returnthe resultcodefrom the sendmail
delivery.

19



8 AntiVirus

8.1 Introduction

This sectionis not aboutspeci ¢ AntiVirus programshut, ratherhow Xamimedealswith invoking AntiVirus
programsand ltering theirresults.Therearenow two methodsof usingAntiVirusin Xamime.The rst isthe
x edAntiVirus enginesolutionwhich usegprede nedcon gurations- thisis locatedonthemaincon guration
page. No more AntiVirus engineswill be addedto this page. The secondmethodis the GenericAntiVirus
interface. The GenericAntiVirus interface enablesXamime to copewith an ever expandingand changing
market of availableengineswithout forcing the administratorto wait for the latestXamimeupdates.

8.2 Fixed AntiVirus Engine Method

8.2.1 Invoking

Xamime invokes external executableAntiVirus programsthroughthe use of the execve()C proceedinga
fork() call. The outputfrom the AntiVirus programis capturedby dup2()ing the STDOUT le streamto
antivirus.eeport

8.2.2 Output Filtering

Duethethevaryingnatureof the outputof AntiVirus programsXamimeemploy/s theuseof apost-eecutional

Itering call to strip out all non-virusreportdata. This is requiredto provide a relatively consistentoutput
for blocked emailreports.In addition,removal of the non-virusdataensureghatend-userseceving blocked
emailreportsarenot overwhelmedwith spuriousandconfusingdata.

Full paths are removed in order to prevent broadcasting information whic h may be of potential
use to a cracker.

8.2.3 Filtering Example

Example NOD32 execution output prior to ltering

p Loading module...OK

p Scanning log p NOD32Version 1.106 (20010919)

p Commandline: lextra/mailpacks /r ml date: 29.11.2001 time: 10:56:11

/extra/mailpac ks/rm 1/ Navi dad.e xe - Win32/Navidad worm /extra/mailpack s/ rm1/F RE
number of diagnosed files: 148 number of viruses found: 3 termination time: 10:

Example of NOD32 output after ltering

Navidad.exe - Win32/Navidad worm
FREE_xxx_sites .T XT.pi f - WIin32/MTX.A
eicar.com - Eicar test file

20



8.3. GENERICANTIVIRUSINTERFACE CHAPTERS8. ANTIVIRUS

8.3 Generic AntiVirus interface

8.3.1 Introduction

With the morerecentrelease®f Xamime,includingthe GenericAntiVirus con gurationtool, it is no longer
requiredof Xamimeto explicitly supporta particularAntiVirus program.

8.3.2 Generic AntiVirus requirements

To con gure anew AntiVirus programfor Xamimevia the Generidnterface,thefollowing informationwill be
required:

Binary path

Binary ags

Clean/No-virugeturncode(s)

Virus detectedeturncode(s)

Errorreturncode(s)

Otherreturncode(s)

Text regularexpressiorfor the Itering of linescontainingvirus information(optional)

Text regularexpressiorfor the extractionof the lename containingthe virus information(optional)

Pleaseaeferto the Xamime Administrationmanualfor further detailsaboutsettingup the AntiVirus program
in the GenericAntiVirusinterface.

21



9 Post lter

9.1 Introduction

The Xamimepost lter providesanopeninterfaceto thetaskof gettingdatato a third party solution.While the

Post Iter doesallow you to modify the les storedfor the email,it is morecommonlyusedto transferdatato

SQL databaseandreportingsystemsMore elds maybe addedto the datastreamover time asnew features
areaddedo Xamime.

9.2 Postlter URI data format

ThePost Iter data-streamasdeliveredto theinvoked binaryvia STDIN is encodedisingthe URI format. The
URI encodeddatacanbe quickly decodedusingmostlanguagesncluding PHPandPerl. It shouldbe noted
that for recentversionsof PHR it is an absoluterequirementhat PHPis con gured with the '—disable-cfi
parameteelsethedatainputfrom STDIN will fail.

22



9.2. POSTFITERURI DATA FORMAT

CHAPTER9. POSTFITER

Table9.1: URI DataSpeci cation

VariableName | Comments | Dataexample
utstamp| Unix timestampnteger 1093422281
eid | EmaillD 1093422281 3322

retained_path

Full pathto theemailonthe Xamimesystem

/usr/local/xamime/tmp/
2/20040701/inf193422281 3322

timestamp| Humanreadabldimestamp 20031025160313
(2003-10-2516H03:13)
acl_ley | Key of the ACL usedto block/pasghe email (if appli- | 106290648412129
cable)
acl_name| Regex text of the ACL for addressltering @pldaniels.comnyitgroup
acl_comment] Text commentbof the ACL GlobalACL
block_status| Email block statugPASS/DENY/None) Passed Blocked
block_comment Commentrom the ACLitem usedto PASS/DENY Emailis blocked
sender| Emailaddres®f thesender pld@pldaniels.com
recever | Email addres®f therecever recever@domain.com
global_statug Seetable9.2onthefollowing page 199
sender_bloadd | Emailwasblocked dueto a sendetest 1
recever_blocled | Emailwasblockeddueto arecevertest 1
explicit_blocked | Emailwasblockeddueto aexplicit block(DENY ALL) | 1
tagging_blockd | Email wasblocked dueto ataggingtest 1
virus_blocled | Emailwasblocked dueto avirustest 1
type_blocked | Emailwasblocked dueto atypetest 1
name_blockd | Emailwasblockeddueto a lename test 1
text_blocked | Emailwasblockeddueto a le contents/tet test 1
arynamed_blookd | Emailwasblocked dueto attachmenti the email 1
sized_blockd | Emailwasblocked dueto emailsizelimit exceeded 1
external_blockd | Emailwasblockeddueto anexternaltestreturningnon- | 1
zero
Zipbomb_blockd | Email wasblocked dueto zip decodingsizeexceeding| 1
limits
mailpack_size| Email mailpacksizein Kilobytes(1024bytes) 224
cpu_usage CPUsecondsequiredto procesgheemail 12
Attachmentle data(multipleinstances)
lename | Nameof the le. No leadingpath eicarcom
lesize | Sizeof the le in bytes 49
hit_status| If anACLitemblockedthe le, whatthestatusis Virus Detected
comment| Commentrom the ACLitem hit. Dery all Viruses
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9.2. POSTFITERURI DATA FORMAT

CHAPTER9. POSTFITER

Table9.2: Globalblock statuscodes

| GlobalBlock Code | Associatedest(ACLitemtest) |

100 File typetest

101 File nametest
102 File contentd text test
103 File sizetest

104 Attachmenfpresenceest
105 Externaltest

106 Email sendetest
107 Email recevertest
108 Virustest

109 Taggingtest

110 SourcelP test
199 Zipbombtest
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10 Debugging

10.1 Introduction

Thingsdo occasionallygo wrongon all computersystemslt is up to the detuggingtoolsto attemptto locate
andresole the problemasquickly andsimply aspossible.Xamimeofferstwo separatéypesof detugging,a
globaldehluggingsystemactivatedfrom XMAdmin (canvery quickly I upsystemog les), or, thepreferred
methodof invoking Xamimedirectly from thecommandine

10.2 Global Debugging

10.2.1 Activ ating

Xamimeprovidesdehuggingoutputto syslogswheninvoked. The dehuggingdetailis usefulfor tracingdown
where problemsmight be occurring,both at a binary level and ACL[item] level. Activating the dehugging
requirechanginghedeluggingswitchin the XMAdmin maincon gurationpanelto “yes” (See2.2onpageb)

10.2.2 Output

Below is anexampleof Xamime/XMAdminsyslogdehug output.

XAMIME:main: Regenerated filetype list...

XAMIME:main: Reading ACL #1

XAMIME:main: Comparing arbx == <worker@hserve r. pl danie Is .c om or arbx>
XAMIME:main: Receiver hitl

XAMIME:XAMIME pr ocess_acl : Start

XAMIME:XAMIME pr ocess_acl : Copying Admin address
XAMIME:XAMIME pr ocess _acl : Status = a

XAMIME:XAMIME pr ocess _acl : Processing test...(Virues be blocked)
XAMIME_process _acl: item is DENY

XAMIME:XAMIME aclit em test: Start (v)

XAMIME:XAMIME aclit em test: Virus test

XAMIME:XAMIME aclit em test: Testing for Viruses...
XAMIME:XAMIME aclit emtest: Result =0

XAMIME:XAMIME pr ocess_acl : end of test.

XAMIME:XAMIME pr ocess_acl : Status = a

XAMIME:XAMIME pr ocess_acl : Processing test...(no text files.)

10.3 Command Line Debugging

Xamimecanbeinvoked from the commandine for the purposeof dehugging. The commandine dehugging
modeis the preferredmethodof locatingfaultswith Xamime. Xamimesupportsseveraldehuggingmodesas

listedin following table.
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| DehuggingFlag | Description |
—delug-acls | Shawv the ACL testingpathof the email. This modeis usefulfor dehugging
which ACLsandACLitemsarebeinginvoked.

—delug-delivery | Show detailsof the nal delivery procesqif the emailis passedor nal de-
livery)

—delug- ne Shaw a highlevel of detuggingdetails,including build up, mailpackdecom-
position, ACL processingandteardown processesThe outputfrom this de-
buggingmodecanbeverylarge,in theorderof severalhundredKbytes.

All deluggingmodesgenerataheir outputto STDOUT. A typical deluggingexecutionis setupasfollows:

Jxamime xamime.cfg sender@somewhere .c om receiver@domain .c om
--debug-fine < mailpack > debug.log
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Figure10.1:Example—-delug-aclsoutput
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11 Error Messages

11.1 Introduction

Whenproblemsoccurduringthe Xamime lItering processerrorswill typically be sendto the systemlog le
(/var/log/mail.log;mesggesmaillog). Xamimetriesto provide asmuchinformationaspossiblein theerrorto
helpthe administratorectify theissuecausingthe problem(s).If it is unclearasto the causeof theerrors,it's
recommendethatthe administratorcontactPLD Softwaredirectly.

11.2 Things to check

11.2.1 Disk utilization
disk space

Checkthatyou have sufcient disk spaceavailablefor your spooldirectoriesandyour Xamimeretainedemail.
Without sufcient free spaceemailcannotbe saved andoftenloggingcannot be stored(often causinga lot of
confusionasno errorsarethuslogged).Freespacecanbe checled using:

df -h

arything lessthan10%free spacds consideredlangerou®n mostsystems.

inodes

Often overlooked, the disk inode availability determinedf a le canbe created/allocatedn the lesystem.
Evenif df -h reportssufcient free spaceinodescan often be exhausted. The most commoncauseof the
depletionof inodesis small les (lessthan4Kbytesin size). Theinodeavailability statuscanbechecledusing:

df -i

directories storage limit (Xamime Levels 1, 2 and 3)

Most le systemsanstoremary hundredof thousand®f les perdirectorybut have alimited ability to store
directories.Each le systemhasits own limit, thoughatypical valueis approximately\32,000entries.If email
is beingrejectedby Xamimeandretainedin the in-boundemail spool,checkthe numberof directoriesin the
tmpdirectory:

Is /usr/local/xamim e/ tmp | wc -l
If thisvalueis at 32,000(or 64,000for ReiserFS)youwill needto either;

Remaoe old retainedemail
Createa new tmpdirectoryandmove the original to a new location(tmp.old

Upgradeto XamimeLevel 4 (the Spanningstoragesystemavoidsthe lesystemlimitations)
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11.2.2 Mail processing
Sendmail out-bound queue increase

BecauseXamime usestwo separatesendmailcon guration les (xamimecf and/etc/mail/sendmail.gf it is
possiblefor situationgo arisewhereemailwhich hasbeenprocessedy Xamimerefusego besent.Symptoms
include:

Build up of mailg entries(emailwaiting to be deliveredto its next hop)

Runningsendmaitq -v returnsaftera delayshaving no, or limited numbersof emaildelivered
The causeof this conditionis becausdoththe Xamimecf andoriginal sendmailcf have the sameQueuel A
andRefuselLAvalues.The solutionto this problemis to eitherreducethe xamime.cfQueueLAandRefuseLA

values,or increaseghe sendmail.clQueueLAandRefuseLAvalues.It is preferableo increaseéhe sendmail.cf
valuesasthis will notrequireanentiresendmairestart(the effect will beimmediate).

11.2.3 System CPU and memory resour ces
Surging system load

Symptomsnclude:

Loadgoesthroughspike cycles
Sendmaiberiodicallyrefusingto acceptnew connections
Numberof messageper minute/hourarelower thananticipated
A commoncauseof this conditionis when sendmaildoesnot have its in-bound connectionrate throttled.

Checkthe xamimecf le andactivate the ConnectionRateThttle= parameter A typical valueof 1 or 2 is
usuallysufcient (relatingto 36000r 7200email perhourrespectiely).

If throttling doesnot appearto easethe condition sufciently, checkto seeif thereare other SMTP seners
feedingthe Xamime sener which might be usingconnectioncaching. Connectioncachingis a facility pro-
vided by sendmaikenersto allow multiple emailto be sentover the sameconnectiornin a sequentiamanner
Connectiorcachingeffectively bypasseshe ConnectionRateTbttle= setting.

Memory star vation

Symptomsnclude:
Applicationsrefusingto start
High disk 1/0

Senergenerallybehaing strangely

Spam- Itering notworking correctly

The useof SpamAssassiwith Xamimecanoftenleadto memorystanation. EachSpamAssassiprocessan
consumeawell over 50MB of ramin orderto handleall its rules. Possiblesolutionsinclude:
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Reducehenumberof emailbeingprocessedoncurrentlyseeaboutthrottlingat11.2.3onthepreceding
page)

Installmorememory

Deactvateary unwantedservicegmostUnix distributionscomewith mary servicesunningthatarenot
required)

30



12 Additional Tools

12.1 confcompile

confcompilas usedto corvertatext-only basedXamimecon guration le intoits [usablelbinaryversion.Nor-
mally confcompilds invoked during the Xamimeinstallationprocessandhenceis rarely usedagain. Typical
useof confcompilemaybeif youloseor corruptyour existing xamimecfg le.

Usageof confcompilds asfollows:
confcompile <input configuration (text)> <output file>

Whereinput con guration is the xamimeconf le andoutput le is the xamimecfg le. The outputof an
examplerunis presentedbelow:

Jxamime-relea  se# ./confcompile xamime.conf  xamime.cfg
Reading...done

Writing...done

Verifying...Ve ri fie d.

Jxamime-relea  se#

12.2 buildxamcf

buildxamcfis atool usedto createthe xamimecf le from an existing sendmail.cf Essentiallythe tool adds
into anexisting sendmail.cfarulesetO hookandanew delivery agentde nition. This programis includedonly
in the Xamimeinstallationpackage.

Usageof buildxamcfis asfollows:
/buildxamcf <sendmail.cf> <xamime.cf> <xamime home path>

An examplerun of buildxamcfis shavn:

Jxamime-relea se# ./buildxamcf /etc/mail/send mal .cf ./xamime.cf {usr/local/xami
Creating  MDAfile...done.

Applying updates to current /etc/mail/sendm ail. cf

to create ./xamime.cf...d one.

Jxamime-relea se#
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12.3 xmapass wd

xmapasswds a commandine tool usedto setupaccountfor XMAdmin. Althoughthisis typically donevia
the XMAdmin interface,theremay betimeswheremanualinterventionis required.

Usageof xmapasswidk asfollows:
Jxmapasswd -u <username> -p <password> -f <passwd file>

-u : Username
-p : Passwvordto beusedfor theusername

-f : locationof thepassword le (typically xmadmin.passwd)
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