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1 Intr oduction

1.1 Preamb le

The process of Xamime installation is a quic k and quite often effor tless exercise . However, there are
always situations whic h arise whic h fall outside of the anticipated rang e of any installation program,
hence this section of the manual is dedicated to describing the steps that Xamime install perf orms and
why.

1.2 Updates

Due to Xamime being a constantl y updating software product, this manual is subject to chang e without
noti�cation. Current manuals are always availab le on the Xamime WWW site .

1.3 Limitations of Scope

This manual details onl y the installation process of Xamime onto a Lin ux/FreeBSD/Solaris server run-
ning Sendmail 8.11.x and 8.12.x.

This manual does not cover the follo wing processes

� Installationof Xamimeto non-SendmailMTA servers

� Installationof Xamimefor serverswith shellbasedMUAs (ie pine,elm,mutt)

� Installationof Xamimefor nonSolarisOS'sonSPARC hardware.
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2 Prerequisites

2.1 Hardware

2.1.1 Processor

For reasonsof optimalperformance,Xamimeis compiledto runonaminimumof aPentium(i586)architectureor greater

2.1.2 Memor y

It is recommendedthatany server runningXamimewith AntiVirus be equippedwith a minimal of 128Mbof memory.
Xamimecanrun with aslittle as32Mb presentonLinux/BSD servers,however, performancecanbeseriouslyhampered
if AntiVirus is activated.

2.1.3 Stora ge

Space requirements

Xamimebasestoragerequires10Mbof operatingspace.Additionalstorageis requiredfor storingof emailandlogs. It is
suggestedthata minimumof 10xyourdaily emailthroughputbeavailable.

File system recommendations

Dueto the largequantityof �les andsubdirectoriesinvolvedin storingemail, it is suggestedthatadvanced�le systems
suchasXFS,JFS,ReiserFSor ext3 beemployed(underLinux systems).

2.1.4 Network

TCP/IPnetworking is required

2.2 Software

2.2.1 Operating System

� Linux libc5, glibc 2.1,2.2and2.3

� FreeBSD4.x,5.x

� Solaris8, 9 and10

2.2.2 Sendmail

Sendmailversionsfrom 8.10.xto 8.12.xarerecommended.Earlierversionsaresuspectto exploits. Laterversions(8.13.x)
arestill unprovenandadditionallyarenot totally compatiblewith therule set0 hookemployedby Xamimeandsimilar
MTA-�lter systems.
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2.3. KNOWLEDGE CHAPTER2. PREREQUISITES

2.2.3 Post�x

Post�x is a new MTA systemwhich is rapidly gainingpopularitywith theUNIX communityasa Sendmailreplacement
for smaller/simplerinstallationbases.Xamimecanwork with Post�x but additionalsetupstepsarerequiredbeyondthe
initial installationphase.

2.2.4 AntiVirus

XamimesupportsnumerousAntiVirusenginesfrom varyingcorporations

� NOD32Eset

� Sophos

� FProt

� CommandAntiVirus

� MacAfee

� Kaspersky (pleasenotedueto legal requirements,Kaspersky is no longersupported)

� BitDefender

� ClamAV

� GenericAV Interface,allowing connectionto almostany AV program. The GenericAV interfacesupersedesall
existingAV interfaces.Existinginterfacesarekeptfor backwardcompatibilitybut areconsideredasdeprecated.

2.2.5 Inetd

TheXamimeWWW interfacetool (XMAdmin) requirestheuseof eitherInetdor xinetd.

2.3 Kno wledg e

It is recommendedthat the administratorof Xamime installationshasprior experiencewith running Sendmailemail
serversaswell asastrongunderstandingof UNIX systems.
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3 Director y structure

Thedirectorystructurefor Xamimeis not very complicated,but it is importantto understandwhatcontentsto expectin
eachdirectoryin orderto [later] diagnoseany problemswhichmayarise.

/usr/local/xamime

   		acls
      acls.meta
      [ Each ACL is stored in a unique
       directory with a numerical name ]
	
   disclaimers
      [ All file based disclaimers are
       sourced relative to this directory ]

   logs
      xamime.log
 
   groups
      [ contains text only lists of email addresses
       groups are used to allow dissimilar email 
       addresses to be collated under a single ACL
       name ] 

   spool
      [ As emails are received via sendmail 
       they are stored in this directory until 
       successfully processed by Xamime ]

   tmp
      [ As emails are unpacked and examined their
        contents are stored in this directory.  
        each email is assigned to a unique directory 
        Blocked emails are suffixed with _B, passed
        emails are suffixed with _P ] 

.

.
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4 Installation

4.1 Unpacking Archive

Xamimeis suppliedin a tar.gzcompressedarchive format.UnpackingXamimecanbeperformedseveralways

4.1.1 Single Step Extraction

tar -zxvf XAM-LEVEL3-33-29342-glibc23.tar.gz

4.1.2 Two Step Extraction

gunzip XAM-LEVEL3-33-29342-glibc23.tar.gz
tar -xvf XAM-LEVEL3-33-29342-glibc23.tar.gz

4.2 Star ting Install

Xamime installationis performedby the install.shprogram. The install.shprogramis locatedin the xamime-release
subdirectorywhichwascreatedby thearchiveextractionprocess(See4.1)

cd xamime-LINUX
./install.sh

4.3 Installation Questions/Screens

4.3.1 Installation Star t Screen

Whenyou starttheXamimeinstall script,it presentsto you a tersesummaryof detailsregardingtheversionof Xamime
you'reaboutto install aswell astheXamimeinstallationscriptversionnumber. TheXamimeinstallationversionnumber
is usefulif youencounterany problemswith your installation,youcanreportto PLD Softwarewith this versionnumber.
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4.3. INSTALLATION QUESTIONS/SCREENS CHAPTER4. INSTALLATION

4.3.2 Question : Mail server type

XamimecurrentlysupportsSendmailandPost�x mail servers.By defaultXamimeprefersto useSendmailasit provides
greaterlevelsof controlover the�ltering process.

4.3.3 Question : Primar y Domain

In orderto facilitatethepossibleinclusionof disclaimersinto email,Xamimeneedsto know whichdomainis considered
“local”. It is possibleto leave this questionunanswered,andratherdirect Xamimeto usethesendmail/etc/mail/local-
domains�le aftertheXamimeinstallationhasbeencompleted.

4.3.4 Question : Xamime installation director y

This is a fully quali�ed path requirementof whereyou would like to have Xamimeinstalled. The default location is
/usr/local/xamime.
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4.3. INSTALLATION QUESTIONS/SCREENS CHAPTER4. INSTALLATION

If you wish to placethe./tmpand./spooldirectoriesinto otherlocations,you cando soafter the installationby creating
symlinksto theappropriatelocation.

4.3.5 Question : XMAdmin Administration (root) username and pass word

In order to log into the XMAdmin WWW basedadministrationinterfaceauthenticationis required. This is the de-
fault/initial accountname.Additional accountscanbeaddedlater from within theXMAdmin interface(SeeADMINIS-
TRATION MANUAL for moredetails

Thepassword which is to beusedfor authenticatingagainsttheabove administratorsaccount.All passwordsarestored
usingMD5 hashalgorithm(similar to theoneusedby /etc/shadowpassword systems).Useraccountsandpasswordsare
storedin xmadmin.passwd�le locatedin theXamimeinstallationdirectory.
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4.3. INSTALLATION QUESTIONS/SCREENS CHAPTER4. INSTALLATION

4.3.6 Question 4: XMAdmin TCP/IP Por t

TheXMAdmin interfacerequiresa port numberto beassignedin orderto listenon. Thedefault is 6886,thoughthis can
be changedto any numberbetween1 and65,000(approximately).Xamimeinstall will addan entry into /etc/services
re�ecting theportnumberselected.

4.3.7 Question 5: Default Administrator/P ostmaster Email

This is theglobaldefault for theadministrationemailaddress.It canbeoverriddenby usinga ACL speci�c postmaster
address(seeADMINISTRATION MANUAL).
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4.3. INSTALLATION QUESTIONS/SCREENS CHAPTER4. INSTALLATION

4.3.8 Question 6: Licence Information

Licence alread y exists

If you areoverwritinganexisting installation,Xamimewill askif youwish to overwritethepreviousXamimelicence.If
you donotwish to overwritetheexisting licencedetails,select'N' (default).

No existing licence / First installation

TheXamimepackageis distributedbothasademoandaregisteredpackage.Thelicensecodefor demonstrationversions
is just “demo”. For registeredversions,your licensecodewill be issuedby PLD Software,or your Xamimedistributor.
Youcanadditionallyobtainyourown releasecodeby goingto theXamimeWWW site.

4.3.9 Proceed With Installation :

At thispoint,Xamimehasobtainedall therequiredinformationfor installingitself into yoursystem.Xamimeinstallwill
displaya shortsummaryof whatit believesarethecorrectparametersfor use.
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4.3. INSTALLATION QUESTIONS/SCREENS CHAPTER4. INSTALLATION

Additionally, Xamimewill displayany AntiVirus programsit hasdetectedon your systemsof which it canuse.Should
you wish not to useany particularAntiVirus agent,you candisableits usefrom theXMAdmin maincon�gurationpanel
(SeeADMINISTRATION MANUAL)

4.3.10 Question 7: Restar t Inetd / xinetd

OnceXamimehasinstalledrequiredinformationinto /etc/servicesandinetd.conf(or xinetd.conf)it is requiredto restart
the inetdservicein orderto make thechangesactive. If you select[n]o here,you will have to manuallyrestarttheinetd
processlaterin orderto gainaccessto XMAdmin.

4.3.11 Question 8: Alter OS Star tup �les

Sothatyoudonothaveto manuallystartsendmailwith theXamimeparameterseachtimeyoursystemreboots,Xamime
install canupdateyour existing startup�les/scripts automatically. If thereareany problemswith attemptingto update
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4.3. INSTALLATION QUESTIONS/SCREENS CHAPTER4. INSTALLATION

the�les, Xamimewill notify you andprovideanappropriatemessageguidingyou in how to manuallyupdateyour start
�les/scripts.

4.3.12 Question 9: Restar t Sendmail

Everythinghasbeeninstalled.Xamimeis preparingto becomeactive. Oncesendmailis restarted[with thenew parame-
ters]Xamimewill commence�ltering your email. You cansay[n]o here,but you will needto restartsendmailat a later
stagewith therequired�ags in orderto commenceusingXamime.(SeeTECHNICAL MANUAL for detailsonhow to start
Xamimemanually)
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4.3. INSTALLATION QUESTIONS/SCREENS CHAPTER4. INSTALLATION

4.3.13 Completed.

The Xamimeinstallationhasnow beencompleted.Furtheradministrationcanbeperformedvia theXMAdmin WWW
interface.
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5 Upgrading

5.1 Details

If anexistingXamimeinstallationis locatedonyourserver, it is recommendedthatyou executetheupgradescriptrather
thantheinstall.shscript.

TheXamimeupgradescriptwill verify thecurrentversionof Xamimerunninganddetermineif it is possibleto upgrade.

� Note- Xamimeversionsprior to 3.3.9999cannotbeupgradedusingtheUpgradescript.

5.2 Update chang es

Theupgradechecksandupdates(if required)thefollowing aspectsof anXamimeinstallation

xamime .conf - xamime .cfg �les

Beyondversion3.3.9999Xamimeconvertedover from a slow runtimeprocessedtext �le con�guration into a rapidload
binary �le. As a result,olderxamime.conf �les needto beconvertedusingtheconfcompileprogramin orderto enable
Xamimeto usethem(SeeTECHNICAL MANUAL for moredetails).

�letype .list - �letype .list �les

In orderto handlemoreextensive variationsin �le typedetection,Xamimemovedfrom theolder text only �letype.spec
�le to a �letype.list �le which is compiledinto a �letype.spec(binary) �le. Theresulting�le is readableat a rateseveral
thousandtimesfasterthantheolderformat. The�letype.list �les areeditablewith existing text-editingtools. Compiling
a �letype.spec�le from the�letype.list �le is detailedin theTECHNICAL MANUAL.
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5.2. UPDATE CHANGES CHAPTER5. UPGRADING

ACLs

ACLs from pre3.3.9999installationsareincompatiblewith thenew ACLitem basedACLs which currentXamimever-
sionsuse.Thereis noupgradepatchin orderto convert theexistingACLs.
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6 Technical Details

6.1 Installation Files

During the install, Xamimealtersseveralsystemlevel �les in orderto provide correctfunctioningof Xamime. What is
changedandwhy is detailedin this chapter.

6.1.1 Services File

Xamimeinstallsanadditionalservicesline in the/etc/services�le asfollows

xmadmin 6886/tcp

This is to bind thetcpport 6886to thenamexmadmin.

6.1.2 inetd File

The WWW interfaceof Xamime(XMAdmin) usesinetd to provide interfacingwith TCPsocketson port 6886. A line
similar to whatfollows is addedto the/etc/inetd.conf�le

xmadmin stream tcp nowait.1000 root
.../usr/local/xamime/xmadmin xmadmin

.../usr/local/xamime/xmadmin.conf

This canbebrokendown into a per�eld explanation

xmadmin Thexmadminbinarywhich is theadministrationprogram

stream Usestreams

tcp UseTCPprotocol

nowait.1000 Allow 1000connectionsperminute(it shouldbenotedthatasinglepagecanrequiremultipleconnections
dueto http's requirementof a connectionperitem(ie, imageor HTML code)

root RunXMAdmin asrootuser

/usr/local/xamime/xmadmin Full pathof XMAdmin binary

xmadmin Executablename

/usr/local/xamime/xmadmin.conf Full pathof XMAdmin con�guration�le

If changesaremadeto theinetd.conf�le, it' s requiredthata HUP signalbesentto theinetddaemonin orderto make it
restart.

6.1.3 CRON/Crontab

Xamimerequiresto run two periodiceventsin orderto keepthingsrunningsmoothly. Thesearelog rolling andsendmail
queuing.
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6.1. INSTALLATION FILES CHAPTER6. TECHNICAL DETAILS

Log Rolling

As with all systemlogs,Xamimelogsdogrow overtime. Thelargeralog, themoreCPUit requiresto appendandupdate
(if yourserversevergetprogressively sloweroveraperiodof days,it maywell beworth lookingat thesizeof your logs).
Xamimeinstallsa crontabentryto roll over logsoncea day. Eachlog �le is suf�x edwith a numberindicatingits agein
days.Thelimit to how many dayslogsarekeptis determinedby theXMAdmin con�gurationparameterin theXMAdmin
maincon�guration.

Sendmail queuing

Dueto themannerin which Xamimeforwardson passedemail (non-blocked)it is possiblefor email to remainqueued
(dueto thedestinationserverhaving issuesor a line beingdown). In orderto preventa backlogof suchemaila periodic
queuingof sendmail,with its normal sendmail.cfcon�guration is required. By default Xamime installsa 15 minute
queue.This maybechanged.

6.1.4 Star tup Scripts/Files

In orderto ensurethatXamimerestartswith every rebootof theserver, Xamimeinstall altersa startup�le for depending
oneachdistribution/OS.Seetablefor detailsonwhich �les aremodi�ed

OperatingSystem/Distro Version File Changed

Slackware Any /etc/rc.d/rc.M
Redhat 6.x/7.x/8.x/9.x /etc/init.d/sendmail
Debian 2.x /etc/init.d/sendmail
SuSE 7.x/8.x/9.x /etc/init.d/sendmail

FreeBSD 4.x/5.x /etc/rc.conf
Solaris 28 /etc/init.d/sendmail
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