Installation Manual

2nd August2004



Contents

1 Introduction
1.1 Preamble . . . . . . e
1.2 Updates. . . . . o
1.3 Limitationsof Scope . . . . . . . .

2 Prerequisites
2.1 Hardware . . . . . . e e
2.1.1 PrOCESSOI. . . . . i e e e e e e e
2.1.2 MEMOIY. . . . o o e e e
2.1.3 StOrage. . . . .. e e
2.1.4 NetwOrK. . . . . e e
2.2 SOfWAIE. . . . . o e e e
2.2.1 OperatingSyStem. . . . . . . . . e
2.2.2 Sendmail . . . .. e e e
2.2.3 POSEX . . e e
2.2.4 ANGVITUS . . . . o e e e e e
225 Inetd . . . . e
2.3 Knowledge . . . . .

3 Director y structure

4 Installation
4.1 UnpackingArchive . . . . . . . e
4.1.1 SingleStepExtraction . . . . . . . . .
4.1.2 TwoStepEXtraction . . . . . . . . . . . e e
4.2 StartingInstall. . . . . .. e
4.3 InstallationQuUestions/SCreens . . . . . . . . . . e e e e
4.3.1 InstallationStartScreen . . . . . . . . e
4.3.2 Question Mail senertype. . . . . . . . e
4.3.3 Questiont PrimaryDomain . . . . . . . . . .. e
4.3.4 Question Xamimeinstallationdirectory . . . . . . . ... .. ... o
4.3.5 Question XMAdmin Administration(root)username@ndpassverd. . . . . . .. ... ... ..
4.3.6 Questiod: XMAdmin TCP/IPPort . . . . . . . . . . . . e
4.3.7 Questionb: Default Administrator/Postmast&mail . . . . . . ... ... ... ... ......
4.3.8 QuestiorG: Licencelnformation. . . . . . . . . . . ...
4.3.9 ProceedNith Installation: . . . . . . . . . . . .
4.3.10 Question7: Restartinetd/ xinetd . . . . . . . . . ...
4.3.11 Question8: Alter OSStartuples . . . . . . . . . e
4.3.12 Questiom: RestartSendmail . . . . .. . ... .. ... ..
4.3.13 Completed.. . . . . . . e

5 Upgrading
5.1 Details. . . . . o
5.2 Updatechanges. . . . . . . . . . e

6 Technical Details
6.1 InstallationFiles. . . . . . . . . . e
6.1.1 Servicedrile . . . . . e
6.1.2 inetdFile . . . . . . . . e e
6.1.3 CRON/Crontab. . . . . . . . . e e
6.1.4 StartupScripts/Files . . . . . . . e



1 Introduction

1.1 Preamble

The process of Xamime installation is a quick and quite often effortless exercise. However, there are
always situations whic h arise whic h fall outside of the anticipated range of any installation program,
hence this section of the manual is dedicated to describing the steps that Xamime install performs and
why.

1.2 Updates

Due to Xamime being a constantl y updating software product, this manual is subject to chang e without
noti cation. Current manuals are always available on the Xamime WWW site .

1.3 Limitations of Scope

This manual details only the installation process of Xamime onto a Linux/FreeBSD/Solaris server run-
ning Sendmail 8.11.x and 8.12.x.

This manual does not cover the follo wing processes

Installationof Xamimeto non-SendmaiMTA seners
Installationof Xamimefor senerswith shellbasedMUASs (ie pine,elm, mutt)

Installationof Xamimefor non SolarisOS's on SFARC hardware.



2 Prerequisites

2.1 Hardware

2.1.1 Processor

For reason®f optimalperformance)Xamimeis compiledto runonaminimumof a Pentium(i586) architectureor greater

2.1.2 Memory

It is recommendedhatary sener running Xamimewith AntiVirus be equippedwith a minimal of 128Mb of memory
Xamimecanrunwith aslittle as32Mb presenbn Linux/BSD seners,however, performanceanbe seriouslyhampered
if AntiVirusis activated.

2.1.3 Storage
Space requirements

XamimebasestoragerequireslOMb of operatingspace Additional storages requiredfor storingof emailandlogs. It is
suggestedhata minimumof 10x your daily emailthroughputbe available.

File system recommendations

Dueto the large quantityof les andsubdirectoriesnvolvedin storingemail, it is suggestedhatadvancedle systems
suchasXFS, JFS,ReiserFSr ext3 beemployed (underLinux systems).

2.1.4 Network

TCP/IPnetworkingis required

2.2 Software

2.2.1 Operating System
Linux libcb, glibc 2.1,2.2and2.3

FreeBSD4.x,5.x

Solaris8, 9 and10

2.2.2 Sendmail

Sendmailversiondrom 8.10.xto 8.12.xarerecommendedEarlierversionsaresuspecto exploits. Laterversiong8.13.x)
arestill unprorenandadditionallyarenot totally compatiblewith the rule set0 hookemployed by Xamimeandsimilar
MTA- Iter systems.



2.3. KNOWLEDGE CHAPTERZ2. PREREQIISITES

2.2.3 Post x

Post x is anew MTA systemwhich is rapidly gainingpopularitywith the UNIX communityasa Sendmaileplacement
for smaller/simpleinstallationbases Xamimecanwork with Post x but additionalsetupstepsarerequiredbeyondthe
initial installationphase.

2.2.4 AntiVirus

XamimesupportsiumeroudAntiVirus enginefrom varying corporations

NOD32Eset

Sophos

FProt

CommandAntiVirus

MacAfee

Kaspersk (pleasenotedueto legal requirementskaspersl is nolongersupported)
BitDefender

ClamaAv/

GenericA/ Interface,allowing connectionto almostary AV program. The GenericA/ interfacesupersedeall
existing AV interfaces Existinginterfacesarekeptfor backward compatibility but areconsideregsdeprecated.

2.2.5 Inetd

The XamimeWWW interfacetool (XMAdmin) requiresthe useof eitherinetdor xinetd.

2.3 Knowledg e

It is recommendedhat the administratorof Xamime installationshas prior experiencewith running Sendmailemail
senersaswell asa strongunderstandingf UNIX systems.



3 Director y structure

The directorystructurefor Xamimeis notvery complicatedut it is importantto understandvhat contentgo expectin
eachdirectoryin orderto [later] diagnoseary problemswhich mayarise.

-~

sr/local/xamime

L_acls

acls.meta

[ Each ACL is stored in a unique
directory with a numerical name ]

ldisclaimers
[ All file based disclaimers are
sourced relative to this directory ]

Hogs
xamime.log

ups
[ contains text only lists of email addresses
groups are used to allow dissimilar email

addresses to be collated under a single ACL
name ]

|spool

[ As emails are received via sendmail
they are stored in this directory until
successfully processed by Xamime ]

imp

[ As emails are unpacked and examined their
contents are stored in this directory.
each email is assigned to a unique directory
Blocked emails are suffixed with _B, passed
emails are suffixed with _P ]




4 Installation

4.1 Unpacking Archive

Xamimeis suppliedin atar.gzcompressedrchive format. UnpackingXamimecanbe performedseveralways

4.1.1 Single Step Extraction
tar -zxvf XAM-LEVEL3-33-29342-glibc23.tar.gz

4.1.2 Two Step Extraction

gunzip XAM-LEVEL3-33-29342-glibc23.tar.gz
tar -xvf XAM-LEVEL3-33-29342-glibc23.tar.gz

4.2 Starting Install

Xamimeinstallationis performedby the install.shprogram. The install.shprogramis locatedin the xamime-release
subdirectorywhich wascreatedy thearchive extractionprocesgSee4.1)

cd xamime-LINUX
Jinstall.sh

4.3 Installation Questions/Screens

4.3.1 Installation Start Screen

Whenyou startthe Xamimeinstall script, it presentgo you atersesummaryof detailsregardingthe versionof Xamime
you're aboutto install aswell asthe Xamimeinstallationscriptversionnumber The Xamimeinstallationversionnumber
is usefulif youencounteary problemswith yourinstallation,you canreportto PLD Softwarewith this versionnumber



4.3. INSTALLATION QUESTIONS/SCREENS CHAPTERA4. INSTALLATION

4.3.2 Question : Mail server type

XamimecurrentlysupportsSendmaibndPost x mail seners.By default Xamimeprefersto useSendmailsit provides
greaterevelsof controloverthe Itering process.

4.3.3 Question : Primary Domain

In orderto facilitatethe possibleinclusionof disclaimerdanto email, Xamimeneedgo know which domainis considered
“local”. It is possibleto leave this questionunansweredandratherdirect Xamimeto usethe sendmail/etc/mail/local-
domainsle afterthe Xamimeinstallationhasbeencompleted.

Jlhat iz the primary email domain (ie pldaniel=z,com) 3

4.3.4 Question : Xamime installation director y

This is a fully quali ed pathrequiremenif whereyou would like to have Xamime installed. The default locationis
/usr/local/xamime



4.3. INSTALLATION QUESTIONS/SCREENS CHAPTERA4. INSTALLATION

If youwishto placethe ./tmpand./spooldirectoriesinto otherlocations,you cando so afterthe installationby creating
symlinksto the appropriatdocation.

4.3.5 Question : XMAdmin Administration (root) username and password

In orderto log into the XMAdmin WWW basedadministrationinterface authenticatioris required. This is the de-
fault/initial accountname. Additional accountsanbe addedater from within the XMAdmin interface(SeeADMINIS-
TRATION MANUAL for moredetails

The passverd which is to be usedfor authenticatingagainsthe above administratorsaccount.All passwerdsarestored
usingMD5 hashalgorithm(similar to the oneusedby /etc/shadovpassverd systems) Useraccountsandpassverdsare
storedin xmadmin.passwde locatedin the Xamimeinstallationdirectory




4.3. INSTALLATION QUESTIONS/SCREENS CHAPTERA4. INSTALLATION

4.3.6 Question 4: XMAdmin TCP/IP Port

The XMAdmin interfacerequiresa port numberto be assignedn orderto listenon. Thedefaultis 6886,thoughthis can
be changedo any numberbetweenl and 65,000(approximately). Xamimeinstall will addan entry into /etc/services
re ecting theportnumberselected.

4.3.7 Question 5: Default Administrator/P ostmaster Email

This is the global default for the administrationremailaddresslit canbe overriddenby usinga ACL speci ¢ postmaster
addresgseeADMINISTRATION MANUAL).
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4.3. INSTALLATION QUESTIONS/SCREENS CHAPTERA4. INSTALLATION

4.3.8 Question 6: Licence Information

Licence already exists

If you areoverwriting anexisting installation,Xamimewill askif youwish to overwritethe previous Xamimelicence.If
you do notwish to overwritethe existing licencedetails,selectN' (default).

No existing licence / First installation
The Xamimepackages distributedbothasa demoanda registeredpackage Thelicensecodefor demonstratiowersions

is just “demo”. For registeredversions,your licensecodewill beissuedby PLD Software,or your Xamimedistributor.
You canadditionallyobtainyour own releasecodeby goingto the XamimeWWW site.

4.3.9 Proceed With Installation

At this point, Xamimehasobtainedall therequiredinformationfor installingitself into your system Xamimeinstall will
displaya shortsummaryof whatit believesarethe correctparametersor use.

11



4.3. INSTALLATION QUESTIONS/SCREENS CHAPTERA4. INSTALLATION

Additionally, Xamimewill displayarny AntiVirus programst hasdetectedn your system=f which it canuse. Should
youwish notto useary particularAntiVirus agent,you candisableits usefrom the XMAdmin maincon gurationpanel
(SeeADMINISTRATION MANUAL)

4.3.10 Question 7: Restart Inetd / xinetd
OnceXamimehasinstalledrequiredinformationinto /etc/serviceandinetd.conf(or xinetd.conf)it is requiredto restart

theinetd servicein orderto make the changesctive. If you select[n]o here,youwill have to manuallyrestarttheinetd
procesdaterin orderto gainaccesso XMAdmin.

4.3.11 Question 8: Alter OS Startup les

Sothatyou do not have to manuallystartsendmailwith the Xamimeparametergachtime your systemreboots Xamime
install canupdateyour existing startup les/scripts automatically If therearearny problemswith attemptingto update

12



4.3. INSTALLATION QUESTIONS/SCREENS CHAPTERA4. INSTALLATION

the les, Xamimewill notify you andprovide anappropriatenessageguidingyou in how to manuallyupdateyour start
les/scripts.

4.3.12 Question 9: Restart Sendmail

Everythinghasbeeninstalled. Xamimeis preparingto becomeactive. Oncesendmails restartedwith the new parame-
ters] Xamimewill commenceltering your email. You cansay[n]o here,but you will needto restartsendmailat a later
stagewith therequired ags in orderto commenceaisingXamime.(SeeTECHNICAL MANUAL for detailson how to start
Xamimemanually)

13



4.3. INSTALLATION QUESTIONS/SCREENS CHAPTERA4. INSTALLATION

4.3.13 Completed.

The Xamimeinstallationhasnow beencompleted.Furtheradministrationcanbe performedvia the XMAdmin WWW
interface.

14



5 Upgrading

5.1 Details

If anexisting Xamimeinstallationis locatedon your sener, it is recommendethatyou executetheupgradescriptrather
thantheinstall.shscript.

The Xamimeupgradescriptwill verify the currentversionof Xamimerunninganddetermindf it is possibleto upgrade.

Note- Xamimeversionsprior to 3.3.999%annotbe upgradedisingthe Upgradescript.

5.2 Update changes

Theupgradechecksandupdategif required)thefollowing aspect®f an Xamimeinstallation

xamime .conf - xamime .cfg les

Beyondversion3.3.9999Xamimecorvertedover from a slow runtimeprocessedext le con gurationinto arapidload
binary le. As aresult,older xamimeconf les needto be convertedusingthe confcompileprogramin orderto enable
Xamimeto usethem(SeeTECHNICAL MANUAL for moredetails).

letype .list - letype .list les

In orderto handlemoreextensie variationsin le typedetection Xamimemovedfrom the oldertext only letype.spec
le to a letype.list le whichis compiledinto a letype.spec(binary) le. Theresulting le is readableat a rateseveral
thousandimesfasterthanthe olderformat. The letype.list les areeditablewith existing text-editingtools. Compiling
a letype.specle fromthe letype.list le is detailedin the TECHNICAL MANUAL.

15



5.2. UPDATE CHANGES CHAPTERS. UPGRADING

ACLs

ACLs from pre 3.3.9999installationsareincompatiblewith the newv ACLitem basedACLs which currentXamimever-
sionsuse.Thereis no upgradepatchin orderto corvertthe existing ACLs.

16



6 Technical Details

6.1 Installation Files

During the install, Xamime altersseveral systemlevel les in orderto provide correctfunctioningof Xamime. Whatis
changedandwhy is detailedin this chapter

6.1.1 Services File

Xamimeinstallsanadditionalservicedine in the/etc/servicede asfollows
xmadmin 6886/tcp

Thisis to bind the tcp port 6886to the namexmadmin.

6.1.2 inetd File

The WWW interfaceof Xamime (XMAdmin) usesinetdto provide interfacingwith TCP socletson port 6886. A line
similar to whatfollows is addedto the/etc/inetd.confle

xmadmin stream tcp nowait.1000 root
.../usr/local/xamime/xmadmin xmadmin
...lusr/local/xamime/xmadmin.conf

This canbebrokendown into aper eld explanation

xmadmin Thexmadminbinarywhichis theadministratiorprogram
stream Usestreams
tcp UseTCP protocol

nowait.1000 Allow 1000connectiongerminute(it shouldbe notedthata singlepagecanrequiremultiple connections
dueto http's requiremenbdf a connectiorperitem (ie, imageor HTML code)

root RunXMAdmin asrootuser
{usr/local/xamime/xmadmin  Full pathof XMAdmin binary
xmadmin Executablename

Jusr/local/xamime/xmadmin.conf  Full pathof XMAdmin con guration le

If changesaremadeto theinetd.confle, it's requiredthata HUP signalbe sentto the inetd daemorin orderto make it
restart.

6.1.3 CRON/Crontab

Xamimerequireso runtwo periodiceventsin orderto keepthingsrunningsmoothly Thesearelog rolling andsendmail
gueuing.

17



6.1. INSTALLATION FILES CHAPTERG6. TECHNICAL DETAILS

Log Rolling

As with all systemlogs, Xamimelogsdo grow overtime. Thelargeralog, themoreCPUit requireso appencandupdate
(if your senersever getprogressiely slower overa periodof days,it maywell beworth looking atthe sizeof yourlogs).
Xamimeinstallsa crontabentryto roll overlogsonceaday Eachlog le is sufx edwith a numberindicatingits agein
days.Thelimit to how mary dayslogsarekeptis determinedy the XMAdmin con gurationparametem the XMAdmin
maincon guration.

Sendmail queuing

Dueto the mannerin which Xamimeforwardson passedemail (non-blocled)it is possiblefor emailto remainqueued
(dueto the destinatiorsener having issuesor aline beingdown). In orderto preventa backlogof suchemaila periodic
gueuingof sendmail,with its normal sendmail.cfcon guration is required. By default Xamime installsa 15 minute
gueue.This maybechanged.

6.1.4 Startup Scripts/Files

In orderto ensurethat Xamimerestartswith every rebootof the sener, Xamimeinstall altersa startup le for depending
on eachdistribution/OS.Seetablefor detailson which les aremodi ed

| OperatingSystem/Distro] ~ Version |  File Changed |
Slackware Any letc/rc.d/rc.M

Redhat 6.x/7.x/8.x/9.x| /etc/init.d/sendmail

Debian 2.X /etc/init.d/sendmail

SuSE 7.x/8.x/9.x | [etc/init.d/sendmail
FreeBSD 4.x/5.x /etc/rc.conf

Solaris 28 /etc/init.d/sendmail

18
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