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0.1 Preamble

Due to Xamime being a constantly updating software product, this manual is subject to change
without noti�cation. The most recently released manuals ar e always available on the Xamime
WWW site.
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1 Introduction

It is no longer suf�cient to have only AntiVirus or AntiSpam solutions for your email server. The vast degree
of email abuse that occurs at all levels of the network requires a tool which can be adapted to suit �ltering
needs on demand. Xamime, while fundamentally providing support for AntiSpam and AntiVirus ascends to a
greater level, providing administrators with the ability to �lter mail based on all available parameters. All of
the available features, combined with the ability to plug inexternal reporting systems1 and custom �ltering,
Xamime gives you the tools to contain and monitor email abuse.

This manual is primarily focused on explaining how to use theWWW interface to Xamime, XMAdmin.

1Using the Post�lter to store email report data externally. See section 5.7 on page 26
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2 Browser Requirements

In order to provide the optimal interface for controlling Xamime, XMAdmin requires the use of browsers which
support the DOM 2.0 speci�cation and JavaScript. Browsers which currently satisfy this requirement are as
listed

� Mozilla 0.9.x and greater

� Firefox 0.7.x and greater

� Opera 5.x and greater

� Netscape 6.x and greater

� Internet Explorer 5.x and greater

Should you be unable to see anything other than the front/main menu, then it is most likely that Javascript is
not active.
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3 Logging In

Before being presented with the XMAdmin main screen, XMAdmin will require that you authenticate with a
user-name and password as initially created when Xamime wasinstalled. See �gure 3.1 on the next page
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CHAPTER 3. LOGGING IN

Figure 3.1: XMAdmin authentication required
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4 Main menu

4.1 Introduction

The main menu is the �rst screen that will be presented to the user/administrator once logged in. For cus-
tomization of the main menu, Xamime provides extensibilityfeatures such as extra menu items and a menu
side-pane/bar (see section 4.3 on the following page).

Once logged in, a main menu will be presented on-screen, fromwhich several options can be followed. See
�gure for main menu screen. See �gure 4.1 on the next page

4.2 Main menu items

4.2.0.1 Retained Email

All email that have been retained are available to be examined and searched under this option. Email is retained
by default, providing the administrator with a backup of allemail which has been processed. To stop Xamime
from retaining email, ensure that the ACLs have DELETE IF PASSED (see section 9.4.9.3 ) or DELETE IF

BLOCKED (see section 9.4.9.4) set toyes.

4.2.0.2 Filtering Rules - ACLs

The rule sets / ACLs which describe the �ltering process of Xamime are de�ned under this menu option.
Without ACLs Xamime will simply pass email through the system without any blocking.

4.2.0.3 Group Controls

Groups are a collection of email addresses contained in a single text �le, allowing for easier ACL rule generation
when attempting to apply an ACL to multiple dissimilar emailaddresses (ie, cannot be ef�ciently described
using regex notation).

4.2.0.4 User Administration

For the creation, modi�cation and removal of Xamime WWW access accounts. Access accounts permit other
users to have varying degrees of view/edit/create rights onXamime.

4.2.0.5 Edit Con�guration

Contains con�guration pages for Pre�lter, Post�lter, AntiVirus, Storage options (Level 4) and email decoding
limits.
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Figure 4.1: Main Menu

4.2.0.6 Login as different user

Logs the current user out, with the option to be logged in again as another user.

4.2.0.7 About

Provides details such as build time, machine and versioning.

4.3 Main Menu Enhancements

In order to provide a degree of customization of the Xamime WWW interface, it is now possible to add addi-
tional menu entries using the MAIN MENU EXTENSIONS facility and to add a separate loading side window
using the MAIN MENU SIDE-BAR. For detailed information on con�guring the �les required for these en-
hancements, please refer to the XAMIME TECHNICAL MANUAL .

13



5 Edit Con�guration

5.1 Introduction

The con�guration menu is used to set parameters which are constant for all Xamime operations. As Xamime
further develops more con�guration pages will be placed under this menu item. See �gure 5.1 on page 16

5.2 Standard Con�guration

5.2.1 Parameter Descriptions

5.2.1.1 Home Directory

Fully quali�ed pathname of the top level directory within which all Xamime �les are contained. Default is
/usr/local/xamime

5.2.1.2 Sendmail Location

Fully quali�ed pathname of the sendmail binary. Default is/usr/sbin/sendmailfor linux and FreeBSD,/lib/sendmail
for Solaris.

5.2.1.3 Sendmail Con�guration File

Fully quali�ed pathname of the sendmail con�guration �le used for �nal deliveryafter Xamime has cleared an
email for delivery. Typical values include/etc/mail/sendmail.cfand/etc/sendmail.cf.

5.2.1.4 Admin Email Address

Unless overridden by a speci�c ACL this is the default email address reports of blocked email will be sent to if
marked for an Administrator.

5.2.1.5 Local Domains File

This �le contains any domains, or substring matching domains which are to be considered as local domains.
Default is/etc/mail/local-domains.

5.2.1.6 Compressor �le

The compressor program used to compress attachments (if requested by an ACL). This program typically
compresses to PKZip compatible �les. The use of compressingattachments is still considered as a higher
risk procedure due to the possibility that some email agentsmay create incorrectly formatted MIME bodies,
confusing the compressor. Default is'/bin/gzip' .
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5.2.1.7 Compressor �ags

Flags required for compression operation.

5.2.1.8 Compressor Extension

Compressed �le extension. Default is 'zip'.

5.2.1.9 Compressor Exemptions

File name extensions which are not to be compressed. These will normally include existing compressed �le
formats (ie, JPEG and other compressed archives). Attempting to compress already compressed attachments
often results in a larger resultant �le.

5.2.1.10 AntiVirus Programs to Use

Each AntiVirus program which can be used by Xamime has its fully quali�ed binary name and required opera-
tional �ags assigned in this section. It is preferred to now use the Generic AntiVirus interface for any modern
AV scanners. Please refer to section 5.6 on page 24 for further information.

5.2.1.11 Log �le location

Fully quali�ed �le path of where Xamime will log email transactions. Default is'/usr/local/xamime/logs/xamime.log'.

5.2.1.12 Log Blocked Email

If an email is blocked, Xamime will log it in thexamime.log�le.

5.2.1.13 Log Passed Email

If an email is passed, Xamime will log it in thexamime.log�le.

5.2.1.14 Roll over days

Speci�es how many days worth of logs Xamime will retain.

5.2.1.15 Use syslog

If selected, rather than using Xamime's ownxamime.log�le, it will rather log all entries using syslog.

5.2.1.16 Archive Maximum Expansion Ratio

All compressed �les within an archive have a Uncompressed:Compressed ratio. For typical �les this can be
anything within the range of 1 to 100 (Database �les tend to behighly compressed due to large quantities of
“empty” space). Anything beyond the ratio of 200 is considered a potential risk (consider a 100K compressed
�le, which uncompresses at 200:1, meaning the uncompressed�le will be 20Mb in size). Default ratio is 200.
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Figure 5.1: XMAdmin Main Con�guration

5.2.1.17 Archive Maximum File Count

Limit the maximum number of �les in an archive. Some archivesuse a massively spanning directory tree to
consume resources. As each directory can be compressed to nearly 0 bytes, but consumes at least one �le block
on expansion, it's easy to see that a directory tree with 10,000 subdirectories can rapidly consume disk space
(under Linux this would be 40Mb). Default limit is 1000 �les.

5.2.1.18 Archive Maximum Uncompressed Size

Restricts the maximum uncompressed size of a �le in an archive. Default limit is 5000KB.

5.2.1.19 Debugging

Activating debugging will result in Xamime sending messages to syslog (using LOG_MAIL|LOG_INFO code)
detailing the internal operations of each transaction occurring under Xamime or XMAdmin. This facility is
extremely useful for tracking down ill performing ACLs or assisting with technical fault-�nding/bug-reporting.
1

1Debugging to syslog can generate large syslog �les very quickly as well as impose a heavy load on the IO system if the log �les are
already relatively large.
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Figure 5.2: Storage Con�guration

5.3 Storage Con�guration (Level 4 only)

5.3.1 Introduction

Xamime Level 4 (and above) provides a storage method which stores retained email across a span of partitions,
drives and even remote computers. Spanning storage is a necessity when attempting to store large numbers
of email at any given time, either for performance2 or system limitation3 reasons. In addition to the spanning
storage, Level 4 incorporates a caching system which improves the search time performance by several mag-
nitudes. The combination of the spanning storage and the caching system provides an effective management
solution for retaining and searching email for long periodsof time.

5.3.2 Parameter Descriptions

5.3.2.1 Partition list

The partition list de�nes which partitions Xamime can use tostore and retain email. The Xamime partition
is not the same as a normal Unix partition. An Xamime partition is a directory located in the./xamime/tmp/
directory. With an example partition list of “0,1,2”, Xamime will create the directories ./xamime/tmp/0, /1 and
/2. Retained email will be evenly spread amongst all the partitions. If the partition does not currently exist, it
will be created on demand.

� The partition list must contain numbers only.

� The order of the partitions in the list is not critical.

� Partitions may be speci�ed multiple times in the list.

� Partition numbers do not have to be sequential.

� Partitions may be added and removed dynamically without requiring to stop the server.

2Most �le systems being to exhibit noticeable performance degradation beyond a few thousand retained email on the non-spanning
storage system.

3Linux ext2/3 systems can store a maximum of 32,000 email before running out of handles. With the Spanning Storage this limitation
is overcome.
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� All partitions located in./xamime/tmpwill be scanned for email in the Redelivery interface, even if the
partition is not de�ned in the list. This feature allows you to still be to search older email partitions
without new data being written.

� Partitions can be located on separate disks4

� Partitions can be located on separate computers5

� Xamime does not currently support arbitrarily named partitions.

To provide biased load balancing, you can specify a single partition multiple times in the partition list, eg;
“0,1,1,2” will bias the storage of email in partition '1' by afactor of 2.

A range of partitions can be speci�ed using the hyphen '-' operator, eg; “0,1-4,2” will use the partitions 0, 1, 2,
3, 4 (with partition 2 being biased to hold twice as much information).

5.3.2.2 Read Partition List

The read partition de�nes to Xamime which partitions only are to be read when searching for retained emails.
The format of the read list is the same as per the normalPartition List.

This facility is often of use when you are required to take down a particular partition for maintainance or other
such operations where having Xamime attempting to read fromit would be incompatible with the requirements
of a smoothly operating system. Another common use of the read partition-list is to enable the reading of a
partition outside of the read/write partition list as de�ned in thePartition List �eld.

5.4 Pre�lter Con�guration

5.4.1 Introduction

The Xamime Pre�lter system enables access to the newly arrived email mailpack before it is decoded by Xam-
ime. Having access to the mailpack at this stage is importantif you need to modify the mailpack in any way and
have those modi�cations re�ected when the mailpack is decoded. This is the only stage where the mailpack is
available before Xamime decodes it.

5.4.2 Parameter Descriptions

5.4.2.1 Filter Full Path

The full path of the binary or script which is required to be executed for each email received. The pre�lter
invokes the binary with the following parameters

./pre�lter-binary ${mailpack path} ${sender email address} ${receiver email address}

5.4.2.2 Filter Additional Parameters

Currently not used. For future expansion.

4To access alternative disks, the disk must be mounted into the ./xamime/tmpdirectory before usage
5Remote computers can be mounted into the./xamime/tmpdirectory via NFS, AFS and other network storage protocols.
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Figure 5.3: Pre�lter Con�guration

5.4.2.3 Blocking Result code

Currently not used. For future expansion.

5.4.2.4 Passing Result code

Currently not used. For future expansion.

5.4.2.5 Error Result code

Currently not used. For future expansion.

5.4.2.6 Filter Active

When this check-box is ticked/active, the pre�lter will be executed for every email.

5.4.3 Common Uses

The Pre�lter is commonly used to integrate Xamime with spam �ltering solutions such as SpamAssassin. A
guide to integrating Xamime with SpamAssassin via the Pre�lter is available on the Xamime WWW site.

5.5 Extended Con�guration

5.5.1 Parameter Descriptions

5.5.1.1 Main menu extensions

If enabled, the WWW interface will check for a �le calledmailmenu.extensions, this �le can contain an arbitrary
listing of HTML code which will be appended to the main menu after the EDIT CONFIGURATION menu entry.

19



5.5. EXTENDED CONFIGURATION CHAPTER 5. EDIT CONFIGURATION

Figure 5.4: Extended Con�guration
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5.5.1.2 Compress Mailpack (gzip)

To save space on the storage drives, Xamime can compress the retained mailpacks usinggzip. Typically email
compress very well usinggzip. One issue however that may be encountered with using compressed mailpacks
is that the �lesystem may run out of inodes before actual diskspace, this is due to a lot of email compressing
to sizes smaller than 4K (typical inode size of a �lesystem).In order to check available inodes please consult
your systems documentation. For Linux and BSD systems,'df -i' typically works.

5.5.1.3 Create redelivery �le (backward compatibility)

Xamime prior to release 3.3.15xxx used a small shell script �le xamime.redeliverto resend a retained email.
With the more recent Xamime releases this is no longer required. Xamime now reads thexamime.results(.bin)
�le to determine the correct sender and receiver.

5.5.1.4 Create binary results �le

Using a binary result �les is faster for retained email searching at the expense of human-readability of the
xamime.results�le.

5.5.1.5 Unpack on demand

To save on disk space and inodes, Xamime can remove the unpacked directory from the retained email mailpack
directory. With the unpack on demand feature, Xamime will unpack the email each time it is required to be
viewed via the Retained Email facility. One issue that may beencountered is with particularly large email, the
Retained email view may take a noticeable period of time to respond, due to Xamime being required to unpack
the email prior to displaying.

5.5.1.6 Remove empty AV log �les

To save on inodes, Xamime can check to see if the output of the AntiVirus execution contained any data. If the
�le is empty, this facility will remove the �le.

5.5.1.7 (Level 4 only) Spanning tree storage

Activate the spanning tree storage system.

5.5.1.8 (Level 4 only) Write dircache

When an email is retained, write its details into the dircache �les. The dircache �les dramatically increase the
search speeds.

5.5.1.9 (Level 4 only) Scan with dircache

Use the dircache �les for scanning rather than attempting toscan each retained email uniquely. This scanning
method is dramatically faster .
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5.5.1.10 (Level 4 only) Rebuild cache on write

Currently not used. For future expansion.

5.5.1.11 (Level 4 only) Rebuild cache on delete

When an email is removed, rebuild the cache directory. This is normally required to keep the dircache �les
in sync with the actual contents. Not using this facility will require a periodic 'sync' operation which can be
exceptionally costly in terms of CPU an disk time.

5.5.1.12 Xamime timeout (seconds)

Occasionally Xamime will encounter an email which consumesa large amount of CPU time, or perhaps Xam-
ime itself cannot correctly decompose the email. In these situations, to prevent a run-away server, Xamime
provides the ability to timeout. If a timeout occurs, Xamimewill return the incomplete processed email to the
in-bound email queue and attempt to try again later. For the sake of debugging and checking, the incompletely
processed email will be left in the Xamime retained email section. These email can be located by selecting the
'OTHER' option on the Retained Email search page.

5.5.1.13 Unpack recursion limit

Some malicious email attempt to consume all the disk resources on a scanner server by massively nesting an
email. Sometimes non malicious email also can be malformed inducing a deep nesting. In order to combat
this resource consumption, Xamime provides the ability to set a recursion limit. A value between 10 and 15 is
considered suf�ciently deep to handle most email without exposing the server to excessive resource loss.

5.5.1.14 Decode BASE64

BASE64 encoding is the most common method of encoding binary�les in emails. It is highly recommended
that this setting remains active.

5.5.1.15 Decode QP (Quoted-Printable)

QP encoding is commonly encountered with texts containing characters outside of the standard US-EN ASCII
character set. It is highly recommended that this setting remains active.

5.5.1.16 Test ZIP Attachments (Arbomb)

In order to protect the server running the Xamime �ltering software, the Zipbomb test attempts to determine if
a given zip �le contains malicious content based on how many �les it contains and how large the contents will
expand to. The Arbomb tester performs this test without extracting the ZIP �le. It is generally recommended
that this option remain active. If you are experiencing problems with ZIP �les being blocked incorrectly,
consider disabling this option and consulting with PLDaniels Software.

5.5.1.17 Decode ZIP Attachments

Many emails contain ZIP attachments, having this option active allows Xamime to attempt to unpack/unzip any
ZIP attachments located in the mailpack. Note: Password protected ZIP cannot be extracted.
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5.5.1.18 Decode OLE Attachments

The Microsoft Of�ce applications generate OLE2 format �lesby default (doc/xls/pps). These �les often can
contain embedded attachments, usually from people trying to sneak them past attachment �lters. The OLE
decoding in Xamime will attempt to extract any attachments from the �les. If you are experiencing problems
with emails containing Of�ce documents being stuck in the Xamime mail queues try disabling this option and
further consult with PLDaniels Software.

5.5.1.19 Decode TNEF Attachments

Microsoft Outlook/Outlook-Express can generate TNEF (Transport Neutral Encoding Format) type �les which
are like packages of �les contained within an email. The TNEFdecoding decodes attachments from the TNEF
package. If you are experiencing issues with TNEF packages not being correctly extracted, please consult with
PLDaniels Software.

5.5.1.20 Decode UUEncoded Attachments

UUEncoding is a similar scheme to BASE64 though less frequently used. Most UUEncoded attachments form
part of an existing email text body. It is recommended that you leave this option active.

5.5.1.21 Decode DoubleCR Attachments

Due to an over �exible decoding mechanism in various email clients an exploit involving changing the line ter-
minators from CRLF to CRCR has been created to slip maliciouscontent past scanners. DoubleCR attachments
are saved with �lenames of the format doublecr.*. It is recommended that you leave this option active.

5.5.1.22 Decode MHT Files

Some email clients send attached emails within emails usingan MHT �le name/format. This has occasionally
been used to slip malicious email content pass scanners. It is recommended that you leave this option active.

5.5.1.23 Use qmail bounce detect

Some email servers bounce back emails and include the original email in the bounce formatted in such a way
that it is meant to be interpreted as plain text, however someemail clients treat the bounced contents as a valid
block of MIME contents (this is in violation of RFC standards). Having this option enabled allows Xamime to
detect such bounced emails. A negative side effect of this option is that decoding can take longer, consuming
more CPU and disk space in the processes. It is however recommended that you keep this option active.

5.5.1.24 Preserve multiple �lenames

An email exploit involving the placement of multiple �lenames in the headers of an attachment can be used
to trick content scanners into passing email contents by presenting them with a false �lename while the email
client will see a different, malicious �lename. This optionenables Xamime to create every �lename listed in
the headers. It is recommended that you keep this option active.
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5.5.1.25 Detect header defects

When Xamime decode emails, it often can detect defects, or situations where the headers of the email do not
conform strictly with the RFC standards. Enabling this option lets Xamime present the fact that defects were
detected to the ACL scanning rules (future feature).

5.5.1.26 Default search time period

When the Retained Email search page is used it will be initialized with a search window between “now” and
the number of minutes before now as speci�ed in this �eld. A value of zero (0) indicates that there is no search
window and the search will cover all email irrespective of their age.

5.5.1.27 Maximum email per page

This parameter de�nes the number of displayed email per pagein the Retained Email search page. The value
of 50 is the default.

5.6 Generic AntiVirus

5.6.1 Introduction

The Generic AntiVirus interface is a system which allows almost any AntiVirus engine to be used in Xamime.
Using the generic interface does require a little bit more work than using one of the prede�ned AntiVirus
con�gurations but as a tradeoff it offers greater �exibility.

With the introduction of the Generic AntiVirus interface, there will be no more additions to the existing prede-
�ned AntiVirus con�gurations.

5.6.2 Parameter Details

5.6.2.1 Comment/Name

A comment, name or indicator depicting the AntiVirus program. This �eld is not critical.

5.6.2.2 Binary Path

The full path, including the binary of the AntiVirus programto be executed.

5.6.2.3 Binary Flags

Any optional �ags that are required to be appended to the AntiVirus program.

5.6.2.4 Detection regex

A regular expression used to �lter lines from the output of the AntiVirus program. The usage of this parameter
is optional. If you encounter issues with blank AntiVirus reports then leave this parameter blank.
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Figure 5.5: Generic AntiVirus

5.6.2.5 Filename regex

Currently not used. For future expansion.

5.6.2.6 No virus codes

Return codes which indicate that no viruses were found. Check with vendor documentation.

5.6.2.7 Virus found codes

Return codes which indicate that a virus was found. Check with vendor documentation.

5.6.2.8 Error codes

Return codes which indicate that an error condition occurred while attempting to run the AntiVirus program.
This can be empty. Check with vendor documentation.

5.6.2.9 Other codes

Return codes which indicate that another condition occurred which is not part of the “No Virus”, “Virus Found”
or “Error codes”. This can be empty. Check with vendor documentation.

5.6.2.10 Active

Check this check-box to enable the usage of the Generic AntiVirus. Ensure that all the AV �elds in the main
con�guration page are blank before using the Generic AntiVirus interface.
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Figure 5.6: Post�lter Con�guration

5.6.2.11 Debug

Check this check-box to enable debugging information aboutthe AntiVirus process to be dumped to the syslog.
Log entries will appear in the same location as normal mail logs.

5.7 Post�lter Con�guration

5.7.1 Parameter Descriptions

5.7.1.1 Filter Full Path

The full path of the binary or script which is required to be executed for each email received. The Post�lter
invokes the binary with the following parameters

./post�lter-binary ${additional parameters}

5.7.1.2 Filter Additional Parameters

Any additional parameters required by the post�lter binaryshould be placed here.

5.7.1.3 Blocking Result code

Currently not used. For future expansion.

5.7.1.4 Passing Result code

Currently not used. For future expansion.
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5.7.1.5 Error Result code

Currently not used. For future expansion.

5.7.1.6 Filter Active

When this check-box is ticked/active, the pre�lter will be executed for every email.

5.7.2 Post�lter Data

When the Post�lter is executed, a URI encoded stream of data is sent to the invoked binary via STDOUT to be
received by the binary via STDIN. The contents of the URI stream are de�ned in the XAMIME TECHNICAL

MANUAL . It is not a requirement of the called program to decode the URI stream, though it is recommended
that the URI stream is read from STDIN, even if it is discarded.

5.7.3 Common Uses

The Post�lter interface is most commonly used to provide a link between Xamime and SQL databases for
the storage of email information. There are several third-party projects available which provide the required
processing with the use of PHP to link Xamime to PostgreSQL and MySQL.
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6 Blocked Email and Re-deliveries

6.1 Introduction

When ever an email is processed through an ACL, there is an option to retain the email locally based on if it [the
email] is passed or blocked. Typically only blocked email are marked for local storage, allowing administrators
to at a later stage determine the true nature of the email and the resulting block. The XMAdmin re-delivery
section permits an administrator to view email in a broken down format (ie, headers, body text, attachments) as
well as being able to download any of these components.

The number of email displayed on the page, as returned by the search is con�gured in the Extended Con�gura-
tion (see section 5.5.1.27 on page 24).

6.2 Redelivery List View

6.2.1 Introduction

The redelivery list view presents a page-by-page terse viewof email which are either transient, blocked-and-
stored, or passed-and-stored. Items are sorted by order of age, with the most recent appearing topmost on the
list. TheSTATUS value of each email is no indicative if the email is blocked ornot. Full details of each email
are available on examination at a per-email level.

6.2.2 Searching Facilities

6.2.2.1 Email Type Passed

Display email which have been retained and have a Passed status

6.2.2.2 Email Type Blocked

Display email which have been retained and have a Blocked/Denied status

6.2.2.3 Email Type Other

Display email which have been retained and have an unde�ned status. This type of email falls into two cate-
gories

� Transit email - still being processed by Xamime

� Stale/failed email - Xamime failed to complete processing the email
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Figure 6.1: XMAdmin Redelivery list view
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6.2.2.4 Sender

Any text placed in this parameter will be used as a search string selector for the email to be displayed. This �eld
will be matched only to the Sender �eld in the Xamime data. This parameter does not support regex entries.

6.2.2.5 Receiver

Any text placed in this parameter will be used as a search string selector for the email to be displayed. This �eld
will be matched only to the Receiver �eld in the Xamime data. This parameter does not support regex entries.

6.2.2.6 Comment

Any text placed in this parameter will be used as a search string selector for the email to be displayed. This
�eld will be matched only to the Comment �eld in the Xamime data. This parameter does not support regex
entries.

6.2.2.7 Time window

In order to provide time selective searches, Xamime provides the ability to set the start/�nish time marks to
de�ne which email are to be searched. By default, the time window will have a start time re�ecting the current
time on theserver, with the �nish time offset by the number of minutes as de�nedin the Extended Con�guration
(See section 5.5.1.26 on page 24). The date/time format is determined by the locality setting on the server.

6.2.2.8 Go to email #

When there are many email located by the search, it is useful to use this facility to jump to a particular email
number in the list. Out of range selections will be truncatedto the nearest available email.

6.2.3 Tagged Email Actions

6.2.3.1 Invert Tagged

Inverts the tag status on all email in the current display window. This does not affect email on previous or
subsequent pages.

6.2.3.2 Send Tagged

Send all tagged email to the intended recipients.

6.2.3.3 Delete Tagged

Remove all tagged email from the Xamime system.

6.2.3.4 Send-Delete Tagged

The same as performing SEND-TAGGED followed by DELETE-TAGGED.
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6.2.4 Single Mail Actions

6.2.4.1 Tag

Mark an email to be operated on by one of the Tagging operations

6.2.4.2 Delete

Delete the email from the Xamime system

6.2.4.3 Forward

Send the email to the intended recipient. If you wish to forward the email to a different recipient see sec-
tion 6.3.2.1.

6.2.4.4 Forward and Delete

The same as performing FORWARD and DELETE consecutively.

6.2.4.5 View

Loads the email into the redelivery single-view mode. (See section 6.3)

6.2.5 Other

6.2.5.1 Search Time

Indicates the period of time (in seconds) XMAdmin took to execute the last search.

6.2.5.2 Total Email Found

Indicates the total number of email located in the last search.

6.3 Redelivery Single Email View

6.3.1 Introduction

The single email view of email residing in the redelivery section provides a comprehensive indication of the
blocking cause [if any] resulting in the email being presentin the redelivery section. It should be noted that the
PASSED/DENIED status indicators in the �le-list table are only applicable to �lename, �le-type and �le-text
testing routines. A PASSED status of the �le does not guarantee that it was not the cause of a block through
test such as AntiVirus.

6.3.2 Email Actions

6.3.2.1 Send Copy (Explicit send)

Use this facility to forward a verbatim copy of the email to a recipient other than the originally intended one.
This will leave the email and associated Xamime �les still onthe system.
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Figure 6.2: XMAdmin Redelivery single email view
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6.3.2.2 Delete

Remove the email and associated Xamime �les.

6.3.2.3 Send

Send the email to the intended recipient. This will leave theemail and associated Xamime �les still on the
system.

6.3.2.4 Send-Delete

This is the same as using SEND followed by DELETE.

6.3.3 Email Details

6.3.3.1 Download

Downloads a copy of the mailpack to your local system. Some browsers may have trouble with saving the �le,
possibly requiring a shift-click combination.

6.3.3.2 Status Code

The status code of the email indicates the blocking/retaining cause.

6.3.3.3 Cause ACL

A link to the ACL which induced the email to be retained.

6.3.3.4 AntiVirus Report

A link to a plain text �le as generated by the output of the AntiVirus program from scanning the unpacked
mailpack.

6.3.3.5 Directory

The relative path of the retained email (relative to the Xamime tmp directory).

6.3.4 File List

6.3.4.1 View File

Each �le decoded from the original mailpack can be downloaded by clicking on its �lename. In some instances
the �le size may be zero.

6.3.4.2 File Size

Size of the decoded �le in Kilobytes (1024 bytes per Kilobyte).
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6.3.4.3 Status

If the �le was blocked by an ACLitem test, the type of test willbe indicated in this column. With AntiVirus
tests, if the �le name of the infected �le cannot be explicitly determined, all �les will be given a status of 'Virus
Hit'. Subsequently an inspection of the AntiVirus Report will reveal more details.

6.3.4.4 Comment

The comment imparted by the testing ACLitem. If the ACLitem had an empty comment �eld, “no comment”
will be used. It is recommended that all ACLitems have their comment �elds appropriately �lled as this assists
in the understanding of the cause of email being passed or blocked.
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7 Access Controls (Level 3 and 4)

7.1 Introduction

Xamime allows multiple users to administer its ACLs. The degree of access control is determined by absolute
menu control (yes/no), combined with domain matching (ie, allow only access to@mydomain.com).

7.1.1 Main View

The main view of the access controls is broken into two sections.

7.1.1.1 User Creation

The two �elds “User Name” and “Password” are used to create any new users which are to be designated as
administrators. Pressing the create button once details have been entered will result in a full user details page
being presented. See �gure 7.3 on page 38

7.1.1.2 Existing User administration

Clicking on an existing user from the user list will present afull user access control screen, from which you
can alter details or remove the user.NOTE You cannot remove the user currently logged in. This is in order
to prevent elimination of all users (resulting in a non-accessible XMAdmin application). Should for what
ever reason this occur, it can be recti�ed by use of thexmapasswdprogram (See the XAMIME TECHNICAL

MANUAL for further details).

7.1.2 Single User View - Field descriptions

7.1.2.1 User

User name of the administrator, this is the login name required

7.1.2.2 Check-box Full Access

Override all other menu check-box settings and permit access to all menus

7.1.2.3 Check-box Main Con�guration

Provide access to the Main Con�guration. See section 5 on page 14

7.1.2.4 Check-box ACLS

Provide access to the ACLs. See section 9 on page 42
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Figure 7.1: Access Controls Main View

Figure 7.2: Access Controls Adding new user
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7.1.2.5 Check-box Mail Redelivery

Provide access to the Mail Redelivery. See section 6 on page 28

7.1.2.6 Check-box Access Controls

Provide access to the Access Controls. See section 7 on page 35

7.1.2.7 Check-box Groups

Provide access to the group lists1. See section 8.1 on page 40

7.1.2.8 Create ACLs for only

Allow the creation of ACLs for only domains matching this �eld

7.1.2.9 Delete ACLs for only

Allow the deletion of ACLs for only domains matching this �eld

7.1.2.10 View ACLs for only

Allow the view/editing of ACLs for only domains matching this �eld

7.1.2.11 Redeliver-Send for only

Allow the sending of email in redelivery for only domains matching this �eld

7.1.2.12 Redeliver-Delete for only

Allow the deletion of email in redelivery for only domains matching this �eld

7.1.2.13 Redeliver-View for only

Allow the viewing of email in redelivery for only domains matching this �eld

7.1.3 Single User View - Password Alteration

To change the password of a given XMAdmin user account, the new password must be entered identically into
bothNew PasswordandCon�rm �elds. Pressing theCHANGE button will submit the changes to take immediate
effect.

1Group access is not required in order to create an ACL with a group name.

37



7.1. INTRODUCTION CHAPTER 7. ACCESS CONTROLS (LEVEL 3 AND 4)

Figure 7.3: Access Controls Single user view
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8 Groups (Level 2, 3 and 4)

8.1 Introduction

Often it's required to apply a single ACL to multiple differing email addresses which cannot simply be attained
with the use of regex. Groups provide a simple facility of providing a match list on which an ACL can operate.

8.1.1 Creating a Group

In order to create a group, it is �rst required that you have selected the groups control item from the main menu
(See section 4.1 on page 13). The resulting display is similar to that of �gure 8.1 on the next page. By typing
in the required group name into the empty “Create new group name:“ �eld, then pressing theCREATE button
will result in the display of the screen as per �gure 8.2 on thefollowing page.

8.1.2 Adding Email Addresses to a Group

Email addresses must be entered in lower case [only]. Each separate email address can be separated by either
a comma ',', space ' ' or carriage return. Email addresses arematched using a substring matching method.

8.1.3 Using Groups in ACLs

In order to use a prede�ned Group in an ACL, the Group name mustbe used in the ACL name �eld, with a
pre�xed '#' character. ie, in order to use the groupitstaff, an ACL name �eld would be #itstaff. (See �gure 8.3)
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Figure 8.1: Groups list

Figure 8.2: Groups Single View
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Figure 8.3: ACL using Group
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9 ACLs

9.1 Introduction

With Xamime progressing into its third revision of the thirdmajor release, new and vastly more powerful ACLs
have arrived. ACLs have gone from being a “nice addition” to become an “absolute necessity” in this time
where making clients conform to solutions is no longer the norm.

The current generation of ACL engine has been developed through the feedback and listening of requirements
from existing Xamime customers.

It is a pleasure to present in Version 3.3 of Xamime what we believe to be one of the most diverse set of controls
available for email systems, to you.

9.2 ACL List

9.2.1 Overview

Version 3.3 ACLs operate on a 'one at a time' basis. Each de�ned ACL is checked for a match against the
sender and receiver, if matching, it's regarded as a “HIT” and the ACL is processed.

As displayed in XMAdmin, ACL's are processed from top to bottom.

Each ACL now has its own directory structure within the Xamime home directory on the �le system. The move
to a ACL-per-directory structure is based on numerous technical merits, including greater redundancy and a
forward looking path to enterprise level server farm type scanning operations.

No longer are the ACLs in a pure-text format. ACLs now use a binary �le record. Reasons for this are two fold,

� Reading a binary record is faster than parsing pure text by orders of magnitude

� New features can be built into the structure without demanding additional CPU requirements (this be-
comes a factor when a �le is loaded several million times a day)

Additionally, the �le-type detection routines have now been reworked to provide superior speed in type detec-
tion as well as extending the methods of type detecting so as to provide mechanisms for detecting non-rigid �le
types (such as HTML, Shell scripts and various other text �leformats).

9.2.2 XMAdmin Representation

XMAdmin displays the ACL list in a terse format suitable for aquick over view, from which a speci�c ACL
can be viewed. See �gure 9.1 on the next page
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Figure 9.1: XMAdmin ACL list display

9.3 Operational Details

9.3.1 ACLitem Icon De�nitions - Status

Table 9.1: ACL icon De�nitions - Status
Icon Name Details

Receiver ACL Indicates that the ACL will only compare and match to the email
receiver

Sender ACL Indicates that the ACL will only compare and match to the email
sender

Bidirectional ACL Indicates that the ACL will compare and match to both thesender
and thereceiver

Active ACL Indicates that the ACL will be parsed by Xamime (Green)
Inactive ACL Indicates that the ACL willnot be parsed by Xamime (Dark grey)
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9.3.2 ACL list Icon De�nitions - Functional

Table 9.2: ACL icon De�nitions - Functional
Icon Name Details

View ACL View ACL in details, permitting the editing of ACLitems
Delete ACL Will permanently remove the ACL from Xamime (con�rmation isrequested)

Duplicate ACL Will create an identical ACL as the one selected with a newkey(the comment
�eld will initially indicate the duplicate)

Move Up Moves the ACL up one level. This causes Xamime to process the ACL sooner
Move Down Moves the ACL down one level. This causes Xamime to process the ACL

later
Move Anywhere Clicking on this option will bring up a dialog requesting thedestination in-

dex/location for the ACL you have selected. If your speci�eddestination is
outside of the boundaries the index will be truncated to the nearest valid value.
The use of this facility supersedes using MOVE UP and MOVE DOWN for any-
thing more than a single move

9.4 ACL Single View

9.4.1 Overview

Each ACL contains a large number of options each of which affects Xamime's operation. These options are
con�gured via the XMAdmin web based interface. For users whohave upgraded from version 2.x of Xamime,
you will note that [in effect] each ACL is representative of the combination of what used to be the Main
Con�guration and all three global block (type, name and text) lists, now into one page.

9.4.2 XMAdmin Representation

The ACL form as presented by XMAdmin is displayed in �gure 9.2on the following page

9.4.3 ACL Form Parameters

9.4.3.1 ACL Key

The ACL Key is generated automatically based on the [ at creation ] time and process information. This value
cannot be changed

9.4.3.2 ACL Name

The ACL Name is also its matching string. Xamime will comparethe ACL name as a potential match/sub-string
of any given sender or receiver email address.

9.4.3.3 Comment

A description of up to 512 characters detailing the purpose of the ACL
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Figure 9.2: XMAdmin ACL Single View
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9.4.3.4 Overriding Block

Provides a mechanism to override the ACL tests or simply provide explicit pass or blocking of email's matching
the ACL

9.4.3.5 Active

If set to YES the ACL will be parsed. If set to NO the ACL will not be parsed.

9.4.3.6 Active On

De�nes on which class of email addresses the ACL will apply. Current options are

� BOTH - test on both sender and receiver email addresses

� SENDER ONLY - test only on sender address

� RECEIVER ONLY - test only on receiver address

9.4.4 ACL Items

9.4.4.1 Introduction

Xamime has several different test methods which can be applied to the received email and/or the meta data
associated with the email. Often there is a need for a more “speci�c” test (ie, Subject line test), however, this
is not speci�cally implemented due to it being quite achievable using the tests provided (in this case, the text
search test). File name, text, sender and receiver tests implement regular expressions (GNU Regex, POSIX
1003.2). See XAMIME TECHNICAL MANUAL for brief details on common regex parameters.

9.4.4.2 ACLitem list Icon De�nitions - Status

Table 9.3: ACLitem Icon De�nitions - Status
Icon Name Details

Tag Indicates that the ACLitem is a tagging operation
Pass (green) If this ACLitem matches, the email will be Passed. Clicking on this

icon will change the ACLitem to a DENY item.
Deny (red) If this ACLitem matches, the email will be Denied/Blocked. Clicking

on this icon will change the ACLitem to a PASS item.
ExitACL If this ACLitem matches, the current ACL will exit (moving tothe next ACL)
Negate Indicates that the result of the ACLitem test will be inverted/negated

Active ACLitem (green) Indicates that the ACL will be parsed by Xamime. Clicking on this
icon will change the status to INACTIVE

Inactive ACLitem (dark grey) Indicates that the ACL willnot be parsed by Xamime. Clicking
on this icon will change the status to ACTIVE
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9.4.4.3 ACLitem list Icon De�nitions - Functional

Table 9.4: ACLitem icon De�nitions - Functional
Icon Name Details

View ACLitem View ACLitem in detail.
Delete ACLitem Will permanently remove the ACLitem from the ACL (con�rmation is re-

quested)
Duplicate ACLitem Will create an identical ACLitem as the one selected

Move Up Moves the ACLitem up one level. This causes Xamime to processthe
ACLitem sooner

Move Down Moves the ACLitem down one level. This causes Xamime to process the
ACLitem later

Move Anywhere Clicking on this option will bring up a dialog requesting thedestination in-
dex/location for the ACLitem you have selected. If your speci�ed destination
is outside of the boundaries the index will be truncated to the nearest valid
value. The use of this facility supersedes using MOVE UP and MOVE DOWN

for anything more than a single move

9.4.4.4 Test Modes

Xamime ACL items have four (4) modes of testing,PASS, DENY, EXIT andTAG. TAG mode is applicable only
to �le name, �le type and �le text tests. Tagging marks a �le allowing multiple tests to be performed prior to
making a decision if the email should be passed or denied. Examples of the use of tagging is in the situation
of wanting a “Block-all, Pass Some” (BAPS) policy, ie, Only Microsoft Of�ce documents and JPEG �les can
be passed. One would use two tagging operations (tag type Of�ce, tag type JPEG) then follow up with a “Pass
tagged all”.

9.4.4.5 Test for �le type

When an email is unpacked, each �le in the mail pack has its �le-type ascertained. If a �le-type cannot be
determined, it is marked “unknown” (as is often the case withplain-text �les). File type selections can be as
generic or speci�c as you like. Each �le type [listed in the database] has four levels of speci�city, ie for the
JPEG image �le, the following structure applies:

IMAGE:COMPRESSED:JPEG:JFIF

This method of structure permits blocking on a generic levelby blocking all COMPRESSED IMAGE �les,
rather than having to speci�cally select each compressed image �le type in the current �le type database. An
additional advantage with this method is the future proo�ngof ACL item lists. Should a new �le-type be added
to the database which falls under the COMPRESSED IMAGE categories, it will automatically be selected by
the existing ACL.

9.4.4.6 Test for �le name

File name tests are performed on a case insensitive basis with regular expression syntax. The use of regex is not
mandatory, however a few things should be pointed out regarding how to structure various common �lename
detection routines.

Should you wish to detect all �les ending in .com, normally one would use “*.com”, this unfortunately does
not work in the regex used in Xamime. The correct syntax is as follows
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\.com$

The “\.” component tells Xamime that the “.” should be taken literally (that is, it should match precisely one
full-stop). The “com” component is as per expected. The “$” component tells Xamime that this regex should
match at theendof the �lename (conversely a “^” means match thefront of a �lename).

9.4.4.7 Test for text content

Examine all �les including the headers and main body for any text matching the strings as submitted into the
ACL. NOTE - Searching �les for regex expressions is second only to AntiVirus searching for CPU consumption.

Xamime contains a variety of text search modes, each which can assist in the reduction of excessive CPU
consumption when used appropriately.

Xamime text test strings can be pre�xed with a number of modi�ers which alter the way Xamime applies and
searches for the �nal text search string. These modi�ers canbe combined with the right-most modi�er taking
�nal precedence.
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Pre�x Terse Description Example

(none) (defaults) By default, Xamime uses POSIX
compliant regex with casein-
sensitivesearch. Xamime will
search all parts of the email
(headers, bodies and attach-
ments)

+h Header Search Tells Xamime to search for the
string in the headers of the email.
May be combined with +b and +a

Search for a subject line in the headers only
containing the word “FREE” (not case sen-
sitive)

+hSubject.*FREE

+b Body Search Tells Xamime to search for the
string in the bodies of the email.
May be combined with +h and +a

+bGet your pills

+a Attachment
Search

Tells Xamime to search for the
string in the attachments of the
email.
May be combined with +h and
+b.

+aClick Here

+^ Substring search Tells Xamime not to use basic
substring search (faster but less
useful). This modedoes notsup-
port regex syntax.

+^Search for me

+s Sequence
Search

Xamime will search for the oc-
curance of the words/phrases
listed in sequence. Search
words/phrases are separated by
either a comma ',' or an asterix
'*'. Using the asterix will suit
those used to DOS style syntax.
This mode does not support
regex syntax

Search for the sequence “viagra” “pills”,
“click here” and “unregister” in all parts of
the email.

+sviagra,pills,click here, unreg-
ister

Search only the headers for a sequence of
“Subject”, “talk” and “pills”

+h+sSubject*talk*pills

+#N Count match (Sequence search only), if used,
Xamime will return true if at least
N items from the sequence were
matched

Match at least two of the words in the se-
quence.

+s+#2viagra,pills,click here

+%N Percentage
match

(Sequence search only), if used,
Xamime will return true if at least
N% of the items from the se-
quence were matched

Search the email bodies and headers for
the sequence “viagra”, “pills”, “click” and
“here”, register success/true if 50% or more
of the words were matched.

+s+b+%50viagra,pills,click,here

+c Case sensitivity
ON

Turns on case sensitivity in all
searches

Match “Find this TEXT explicitly” in the
body of the email using case-sensitive
search.

+c+bFind this TEXT explicitly49
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9.4.4.8 Test Sender/Receiver

Match the sender or receiver address to the regular expression provided. This method is good for providing
explicit blocking or destination domain control. You can restrict delivery of email from certain local email
addresses by adding the following ACL-items

pass receiver domain @alloweddomain.com
pass receiver domain joe@anotherdomain.co.za
deny all

This would restrict all outgoing email to be destined to onlyemail addresses in the@alloweddomain.comor
joe@anotherdomain.co.zadomains.

9.4.4.9 Source IP Test (Sendmail only)

When Xamime is invoked, it is supplied with the IP address of the connecting mail agent. Using this test you
can match the IP.

9.4.4.10 Test Tagging

Tagging is performed on �les, each �le can be tagged using a �le type, �le name or �le text test.Three (3)
modes of tagging tests are provided.

� All - Test that all �les are tagged

� Some - Test that some �les are tagged

� None - Test that no �les are tagged

Tagging is commonly used to facilitate BAPS (see 9.4.4.4) mode email control. An example setup would be

tag type smime
tag type document
tag type jpeg
tag name \.txt$
pass tagging all
deny all

This would permit attachments of SMIME-ID, Document, jpeg image and �lename .txt types to pass through,
but block all other attachment containing emails. The choice of ALL for tagging test most ensures thatall email
attachments have been marked as acceptable. This prevents people from attempting to sneak in various other
attachments in amongst passable �le types.

9.4.4.11 Test for any attachment

If set, Test for any attachment will block the email if there are any occurrences of attachments in the email.
This will included anything apart from email headers and text body. This feature is useful for quickly restricting
groups of email's to pure text/HTML email.
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9.4.4.12 Test externally

Provides the facility for the administrator to run their owntest program/script outside of Xamime. The script
must return zero (0) for no-block and not-zero (>0) for a block condition.

9.4.4.13 Test for header defects

If set, Xamime will trigger this test if there were any defects found in the mailpack being examined. Header
defects are commonly located in mailpacks which containexploits. It is recommended that if you wish to be
particularly pedantic about security that you have an ACLitem using this test. If you wish to save CPU/IO
resources, place this test before any virus tests as most likely a defective email will contain some sort of
malicious/virus payload.

9.4.4.14 Test for viruses

If set, Xamime will scan the contents of the email using all the AntiVirus agents as de�ned in the Main Con-
�guration panel. If any of the AntiVirus engines report backwith a positive detection of a virus scanning is
immediately halted.NOTE - AntiVirus will one run once per Xamime operation. Once AntiVirus has been
executed, no further ACL's can induce a second run, even if they have the AntiVirus test set.

9.4.4.15 Test Inversion / Negation

Test inversion/negation will invert the output of the test.This is identical to the logical NOT/INVERT opera-
tion.

9.4.5 PASS/DENY/ExitACL Behavior

9.4.5.1 PASS

When Xamime receives aPASS exit code from an ACLitem, it terminates all further ACL processing and
proceeds with post testing and delivery of the email

9.4.5.2 DENY

When Xamime receives aDENY exit code from an ACLitem, it terminates all further ACL processing and
proceeds to deliver (if required) report messages

9.4.5.3 ExitACL

When Xamime receives anEXIT code from an ACLitem, it terminates the current ACL only and proceeds to
process the next (if available) ACL in the ACL list.

9.4.6 Stealth / Report-And-Forward (RAF)

Forwards a would be blocked email while also generating reports to be sent off. This option is useful for
monitoring email contents without impeding email �ow. Xamime still proceeds with all the nominal blocked
email procedures in addition to also forwarding the would beblocked email.
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9.4.7 On-Block Reporting (Options)

9.4.7.1 Report if Sender

If the ACL NAME matched thesenderand the email has been blocked then send out blocked email reports.

9.4.7.2 Report if Receiver

If the ACL NAME matched thereceiverand the email has been blocked then send out blocked email reports.

9.4.8 If Reporting, to whom

9.4.8.1 Report to Sender

If the email is blocked and reporting has been activated, send a report to thesender.

9.4.8.2 Report to Receiver

If the email is blocked and reporting has been activated, send a report to thereceiver.

9.4.8.3 Report to Postmaster

If the email is blocked and reporting has been activated, send a report to thepostmaster.

9.4.8.4 Postmaster Email

If de�ned, will override the default setting for the postmaster (as de�ned in Main Con�guration).

9.4.9 Post Testing Options

These options only apply this ACL is the last parsed ACL either due to an explicitPASS or DENY operation.
Any successive ACL scans will overwrite these settings.

9.4.9.1 Compress Out-bound Attachments

If set, will compress any attachments in out-bound email with extensions not listed in the compression exclusion
list. This option is not highly recommended as some email areorganized in such a way that it makes it unreliable
to perform compression.

9.4.9.2 Compress In-bound Attachments

If set, will compress any attachments in in-bound email withextensions not listed in the compression exclusion
list. This option is not highly recommended as some email areorganized in such a way that it makes it unreliable
to perform compression.
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9.4.9.3 Delete local copy of Email if Passed

If set and the email was successfully passed through Xamime without blocking, Xamime will remove the
temporary �les associated with the testing process.

9.4.9.4 Delete local copy of Email if Blocked

If set and the email was blocked due to Xamime, Xamime will remove the temporary �les associated with the
testing process. This is often useful when an ACL is setup in order to combat large quantities of SPAM which
typically is not of requiring further examination.

9.4.9.5 Add X-header to out-bound email

If set and the email is passed, will cause Xamime to append an X-header into the email's header �elds.

9.4.9.6 X-header text

Header text required to be inserted into the email headers. This text will be pre�xed with a internally �xed
MIME complaint X-scanned: text.

9.4.9.7 Use disclaimer for local-local

Normally Xamime wont append a disclaimer to email's which are both destined and sent from a local domain.
Setting this option will force Xamime to add the disclaimer.

9.4.9.8 Use disclaimer from �le

If set, Xamime will append a header which is located in a text-only �le. All disclaimers are referenced relative
to the$xamime_home/disclaimersdirectory. Carriage returns are preserved. Disclaimers will be appended to
both plain text and HTML portions of email. It is preferred touse embedded disclaimers over �le disclaimers.

9.4.9.9 Disclaimer �le

Relative path/�lename of the disclaimer �le.

9.4.9.10 Use Embedded disclaimer

If set, Xamime will append the text located in DISCLAIMER TEXT. Carriage returns are preserved. Disclaimers
will be appended to both plain text and HTML portions of email.

9.4.9.11 Disclaimer text

The text detailed in this �eld will be appended to email's both in text and HTML portions. NOTE - Even if a
�le based disclaimer has been added, the embedded disclaimer will also be appended if selected.
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9.5 ACL Process Flow

9.5.1 Overview

The sequence of tests and events that Xamime uses to process ACLs is rather complex and it's full speci�cation
is not detailed in this manual. A terse overview of the ACL process is presented below.

9.5.2 ACL Processing rules

� As viewed by XMAdmin, ACLs are processed from top to bottom

� As viewed by XMAdmin, ACLitems are processed from top to bottom

� AntiVirus engine will runonceonly

� AntiVirus engine will run on the�rst ACL requesting an AntiVirus test

� If no match with any of the ACLs, the email is passed through without alteration (aside from any modi-
�cations the Pre�lter imposed)

� Headers and Disclaimers are appliedonly by the ACL which raises aPASSor DENY

� When aPASSor DENY condition is encountered ACL and ACLitem processing ceasesimmediately

� The processing of an ACL may be truncated through the use of anExitACL condition, any subsequent
ACLs will be processed

9.6 Filesystem representation of ACLs

9.6.1 Introduction

With the advent of version 3.3 of Xamime, the ACL �le structure[s] have changed entirely. Xamime-ACLs
no longer use a single �le - multiple record structure. Xamime-ACLs now use a directory per ACL, with a
single meta �le retaining keyed entries corresponding to minor data aspects of each ACL present (for improved
performance in ACL processing).

The new ACL format provides the next step towards moving Xamime into enterprise level situations requiring
many parallel executing system units working off a single Xamime con�guration.

The new ACL format is a binary-only format, resulting in a substantial increase in ACL load speed.

9.6.2 ACL Directory Structure

The Xamime ACLs have their own directory structure, this structure is detailed in �gure 9.3 on the next page
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Figure 9.3: ACL Directory Structure

./xamime

acls
acls.meta
10000020224211
10000020224993
10000021840013

acl
mailadmin
mailsender
mailreceiver

Xamime home directory

ACLs parent directory

ACL Meta data file

ACL Directories

Contents of an ACL directory
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10 Tutorial

10.1 Overview

For the purposes of this chapter, we will consider the following users at a given network, all using the same
server

jsmit@xamime.com

pld@xamime.com

helpdesk@xamime.com

fakeuser@xamime.com

postmaster

helpdesk@in�ex.co.za

The domains @xamime.com and @in�ex.co.za reside both on thesame server.

10.2 Situation 1 - Sircam Invasion

10.2.1 Environment

The sircam virus is becoming rampant through the network, causing the mail servers to post high load numbers
and starting to drop email with load shut-offs taking into effect. The AntiVirus vendor hasn't yet been able to
provide an update for your servers, and you're feeling like asitting duck.

10.2.2 Suggested Actions

1. Create a general/all-capturing ACL

2. Place a �lename block into the ACL to block out double-extension �les

3. Drop all blocked email immediately

4. As the email servers are already on high loads send no blocked mail reports

10.2.3 Implementing Actions

10.2.3.1 Create a general/all-capturing ACL

The name of an ACL is its email substring matching criterion.If the ACL name can be located anywhere within
an email address it is considered a match. In order to create ageneral ACL, you decide to use the @ character as
it is common in all Internet email (excluding root, postmaster and MAILERDAEMON email). See �gure 10.1
on the following page.
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Figure 10.1: Adding Generic ACL

10.2.3.2 Place two �lename blocks into the ACL to block out do uble-extension �les

Within the @ ACL, add a new ACL-item by pressing the “Add Item”button. See �gure 10.2 on the next page.

Create aDENY MODE block, with a status ofACTIVE, using aFILENAME test (see �gure10.3). The regex
required to perform the double extension test is \.???\.???$. The reasoning behind this is that we have to
“escape” the “.” char so that the regex engine doesn't try to interpret the “.” as meaning “any character”. The
use of the “?” character means match any single character. The �nal “$” character tells the regex engine to
match this pattern at theendof the �lename.

Once submitted, the ACL item will appear in the ACL items list. See �gure 10.4 on page 59.

10.2.3.3 As the email servers are already on high loads send n o blocked mail reports.

You are already battling to contain the sheer quantities of email being posted by all machines, as you don't wish
to add to the burden, you turn off all reporting (on block)1. See �gure 10.5 on page 60.

1This is the default setting for all newly created ACLs
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Figure 10.2: Location of ACL item Add Button

Figure 10.3: Adding double extension �lename block
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Figure 10.4: ACL with double extension block
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Figure 10.5: Deactivating all reporting

10.2.3.4 Update and activate the ACL

Returning to the top of your ACL view, select the “Update” button and XMAdmin will store your ACL changes.
See �gure 10.6 on the following page

Selecting “Return to ACLs” will take you back to the ACL list display, where you will be able to see your
newly created Sircam-blocking ACL. It is immediately in effect. See �gure 10.7 on the next page

10.3 Situation 2 - Email Abuse

10.3.1 Environment

Your normally quiet staff have returned from a series of Email training exercises and have discovered the
wonders of sending each other attachments (and everyone else they can get in contact with). The network
link consumption has increased dramatically, impeding the�ow of important data-�les and simultaneously
consuming mail server drive resources.

You have been handed a decision to restrict the permitted attachments to MS Of�ce Documents only and JPEG
images only for both In and Out-bound.
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Figure 10.6: Updating ACL

Figure 10.7: Completed ACL in ACL list
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Figure 10.8: Adding @xamime.com generic ACL

One particularly resource abusive staff member (pld@xamime.com) is to be restricted to absolutely no sending
of attachments, but is allowed to receive attachments. Block reports are to go to the boss (jsmit@xamime.com)
but not to the sender or intended recipient.

You must not interfere with the operations of the@in�ex.co.zadomain.

10.3.2 Suggested Actions

1. Create a generic ACL for@xamime.comwhich blocks all then permits some �le types

2. Create a user speci�c ACL (forpld@xamime.com) blocking all attachments but allowing text only email
to pass (including HTML enhanced email text)

3. For the general staff blocking, report to the sender only

4. For the user speci�c (pld) ACL, report to sender and boss (jsmit@xamime.com)

5. Delete blocked email for generic user block

6. Keep blocked email for user speci�c block

10.3.3 Implementing Actions

10.3.3.1 Create a general/all-capturing ACL for the @xamim e.com domain

As we don't want to affect the operation of the in�ex.co.za group, we create a slightly more speci�c ACL than
the '@' one we created in Situation 1 (see section 10.2 on page56), this time choosing to match the ACL with
'@xamime.com'.
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Figure 10.9: Adding MS Of�ce Document Type

10.3.3.2 Add MS Of�ce Document �le type passing

You need to add an ACL-item which will tag the Microsoft Of�cetype �les 2. See �gure 10.9.

10.3.3.3 Add JPEG Image �le type passing

As with the Microsoft Of�ce document type, add the JPEG type for passing. See �gure 10.10 on the following
page.

10.3.3.4 Set Tagged �les to be passed

Both �le-types of MS Of�ce and JPEG images have been set to be tagged in an email. You now need to create
an ACL item toPASSthe email if all the �les/attachments in an email are tagged (ie, all attachments are of type
either MS Of�ce or JPEG Image).

10.3.3.5 Setting any attachments remaining to be blocked.

Finally, if email doesn't get passed, but still contains attachments, then we must block it. See �gure 10.15 on
page 67.

2This actually passes all MS Of�ce documents, ie, Word, Exceland Powerpoint as they are all OLE2 format �les.
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Figure 10.10: Adding JPEG �le type pass

Figure 10.11: Adding Pass if All-tagged ACL-item
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Figure 10.12: Adding Any-Attachment ACL-item

10.3.3.6 Set reporting if sender match

If the ACL matched on the sender of the email, turn on reporting (It should be noted here, because this ACL is
set to be active on “Sender Only” mode, through implicit de�nition, it will only ever match when@xamime.com
is the sender). See �gure 10.13 on the following page.

10.3.3.7 Set reporting to sender on

You need to set reporting to sender so that users@xamime.comwill receive a noti�cation of any email they
tried to send out with attachments which were not permitted.See �gure 10.13 on the next page.

10.3.3.8 Set Delete on Block to on

As you do not wish to consume your mail server's storage capacity, turn on Delete on Block. Note also that
DELETE IF PASSED is set, without this, all email which are not blocked will be retained on the server (hence
consuming storage space). See �gure 10.13 on the following page.

10.3.3.9 Update ACL

ACLs are only updated when the “UPDATE” button is selected (due to the fact that if your Xamime system
is live, then any updating will immediately take effect in the Xamime scanning process, this may not be a
desirable situation if you are progressively building a newACL).

10.3.3.10 Create a user-speci�c ACL for pld@xamime.com

In order to provide an ACL speci�cally for a single user, you need only to create an ACL with the users email
as the ACLNAME. See �gure 10.14 on the next page.
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Figure 10.13: Set reporting if sender

Figure 10.14: Creating user speci�c ACL
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Figure 10.15: Adding Deny Any Attachment ACL Item

10.3.3.11 Set ACTIVE ON to S ENDER mode

As you only want this ACL to come into effect when the email is originating from the user in question, you
must set the ACTIVE ON mode to SENDER ONLY . See �gure 10.14 on the preceding page.

10.3.3.12 Set TEST FOR ANY ATTACHMENT to ON

There are two options available to providing a total block ofall attachments, one such way is to set theFILE

TYPE TESTmode to BLOCK ALL , or, the more CPU ef�cient method is to use the TEST FOR ANY ATTACH-
MENT test. See �gure 10.14 on the previous page.

10.3.3.13 Set REPORTING IF SENDER to ON

In order to provide reporting (on blocked messages) you mustset REPORT IF SENDER on. See �gure 10.16 on
the following page.

10.3.3.14 Set REPORTING TO POSTMASTER to ON

You wish to have the boss receive alerts on any email which were attempted to be sent out with attachments by
pld@xamime.com, set REPORT TOPOSTMASTER to on. See �gure 10.16 on the next page.

10.3.3.15 Set POSTMASTER EMAIL to jsmit@xamime.com

As the postmaster in this instance is not the default postmaster, you must provide the alternative email address
to have the reports sent to, in this case,jsmit@xamime.com. See �gure 10.16 on the following page.
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Figure 10.16: Report if Sender set, Alternative Postmaster

10.3.3.16 Update ACL

Click the ACL UPDATE button and your work will be saved and the ACL will commence operation in the
Xamime scanning process.
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11 Ammendments

11.1 Additions

� Saturday, April 09, 2005; Expanded ACLitem text search description to detail the new pre�xes for en-
abling new search methods. See 9.4.4.7.

11.2 Corrections
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